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Abstract This paper proposes a novel framework called Biometric-based Privacy-Preserving
Verifiable Federated Learning (BPPVFL), which addresses two critical and long-standing
challenges in Federated Learning (FL): ensuring strong privacy protection for participants and
achieving efficient, scalable verification of clients and data. As FIL has become an increasingly
important paradigm for distributed machine learning, particularly in privacy-sensitive domains
such as healthcare, finance, and biometric authentication, its security and efficiency requirements
have grown more demanding. Despite its decentralized nature, conventional FL. often fails to
provide adequate safeguards for user data, making it vulnerable to privacy breaches, model

Wi H - 2024-09-19; R4 & A0 H #: 2025-05-21, ARSI 31 [ 5K A SRR 564 (No. 62372244) R st R K245 [ iE AABHIF IS 23k 4x
T H (No. NY224058) F1 I B 45 By 1) 5 5 9286 2% TG (No. 2024LYKCO0OD ¥y, B & . 1, Bl HE%  h E L2 (CCP) 4
B E BRSBTS BERAE AT IIE A 22 43R . Email:haozhou@njupt. edu. cn. B S£GEEMES) . T+ #d2, P EITE L
2245 (CCF)2x bt B HNFT AU MBS 45 S 22 4 Bdis e 2 42 A7 R . E-mail :daihua@njupt. edu. cno # B8, i+ #0d% , 5
HLp2: (CCF) B g4 51, EEMFSEAUESON LM S 53 05 5 B 5 NS4 A ST ORI M4 Sic 4. E5E 1 1F
FEA  EERFSY SN AR TR R U BN AE T . R et AR AU IR ST A AIE A G

hE4NM  https://www.cnki.net



811 AR BT AR AR Y BRRL DR AT S 27~ 1849

i

r [ %71 Y

poisoning, and unauthorized participation. To overcome these limitations, BPPVFL introduces a
privacy-preserving mechanism that integrates biometric-based identity authentication with verifiable
model update mechanisms. This dual strategy ensures that only authenticated participantsverified
using immutable biometric featurescan take part in the collaborative training process, and that any
data sent by clients can be efficiently verified for integrity. In contrast to cryptographic methods such
as zero-knowledge proofs or homomorphic hashing, which significantly increase computational and
communication complexity, BPPVFL is designed to maintain lightweight overhead while ensuring
robust security. This makes it a practical and scalable solution for real-world FL. deployments. A
key innovation of BPPVFL is its use of an adaptive noise injection mechanism specifically designed
for biometric data. This technique introduces calibrated noise during the training process to preserve
privacy, without compromising the integrity or utility of the data. Unlike conventional differential
privacy methods that apply fixed noise levels, the adaptive approach in BPPVFL adjusts noise
dynamically based on the characteristics of the input, ensuring a better trade-off between privacy
preservation and model performance. As a result, BPPVFL achieves high model accuracy while
still meeting strong privacy guarantees for sensitive biometric information. From a theoretical
standpoint, BPPVFL offers a significant advantage: the client-side verification communication
overhead is provably independent of both the number of clients N and the gradient dimensionality d.
This decoupling is particularly important for modern machine learning models, which often involve
millions of parameters. While traditional verification methods become increasingly inefficient as
model complexity grows, BPPVFL maintains constant communication costs on the client side,
ensuring scalability even in high-dimensional learning settings. To validate the effectiveness and
efficiency of the proposed framework, extensive experiments were conducted on three real-world
biometric datasets: SigD, BIDMC, and TBME. The results show that, compared to the state-of-
the-art privacy-preserving FL approach NbAFL, BPPVFL achieves up to 81% improvement in
model accuracy. Furthermore, in comparison to VerifyNet, a leading verifiable FI. method,
BPPVFL reduces client-side verification communication overhead by as much as 85%. It also
reduces server-side communication overhead by over 90%, while maintaining independence from
the gradient dimensionality. Additionally, BPPVFL demonstrates strong adaptability and scalability
across a wide range of conditions, including varying privacy budgets and data dimensions. It
effectively prevents malicious behaviors such as identity spoofing and model update tampering,
while maintaining high performance in distributed learning environments. In conclusion, BPPVFL
provides a practical, secure, and efficient solution for privacy-preserving and verifiable federated
learning, particularly in applications involving biometric data. By achieving a balanced trade-off
between privacy, communication overhead, and learning performance, BPPVFL sets a new
benchmark for secure FL systems. This work lays a solid foundation for future research into privacy-
aware machine learning techniques tailored for sensitive, high-dimensional data environments, and

contributes to the broader goal of building trustworthy Al systems in distributed settings.
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BT BRI S ARBFSE B AT — Rl Y
BB 2] 51 BPPVFL, S8 2 5 3% B 4y 9 A= 9
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o R 55 a8 i 21 IRk 55 2R AE S 5 R A Mgk
FE b ATREXT P B AR W REAE ER S S RS i Rk
LR W P I RAAE B . BT Lk B RATHE
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E | Dl A L A RIE R e Uy P N g A pio) 5
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PERE. GRS BB .
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TR EE T BT g L2 2, 05 0T LA FAR R 82 4H pk.
R IE R B B A o L SR A W ) 46 12
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VESEAT I B0 UE o FLRI &, M A R H ()
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A A (E H (@ ), A B 2045 2 5% F ALl
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I e FH % A A S LB X A s o g, A M
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(NTEAHL NEIESE ) S 5% 5 e IR 4525 =
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8. flifHsk Rt g k.= Sz‘gn(s/e,ﬂ, g )
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1 —~ B ~
—>'g, H(@)= & H(g) (34)
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H2E ) RG0, ARNA T B this A R G
S5 RO BB S W

w Wy (36)

6 BPPVFL AiEHIEHMES T
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Verifyl ( M,., E;BI ) = True

FUE BPPVFL fetgd s B fh ik oot . 3% A1)
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Z 5 E8E FAE A YRR RG22 00 . 2SR5 R
FERRFASE A EN AR . BT RRE
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Bio,.. BIMEFhs 3 3545 T 48 3 5 1 A 40 45 1 B4
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kB FTEH P/ U, DM E S B 8E . BT A A pR AL
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WINHER AT LA RN
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Pr [Reconst <Bz’o,.|]§%5} )J
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I . 5 FEASIE

JEEE
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Je ik o v R 5 A HEA T 2 U . BT L 1D 2%
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HARME  REAEWIR G BT A2 5 5 0 W4y
TEHHE Bio, #E47T Y0 - I DLk A Al A B v — 1) A
BH sk, RS N [N BH ph
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FHIE B G 1 RO B skoo BV 0 25 1K ) P i A 0 4
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Bk

HEEE

Fe T ORTRA I WL T A W R AR 1) B ARL DR 7T 355
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FEAKKMN . BT HFMO(S)EIMS T d. %1
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B (N IE e 4% P gl B m e, ik
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et S HIFE E MG . TR AR 5 g
Uity » Wy i AR 40 A A5 R B B — A i, R AE 43
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VerifyNet*' . Fed Avg™"" Fll NbDAFL!") k47 %F He , 3T
A AR OB  BERAR 3P 7K ST R 56 E T 5 7 1 A
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7.1 EWEE
SigD B4 IR 4= 7 MIMIC-ITT Il RECHE PE° AN
MIMIC-IIL ¥ £l PEVE il 467 A ok [ 232 44

R2 AEWIRABIEER

Zikes i
AL
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B PPGOLHL AR ED BIR Bl . DR T i o Convld 52, 5 padding=2)
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7.2 BEFAFIUL ST L

H T 1Al BPPVFL () R AM RS R BE » FRATTHE L
T 2 MR ) B Fed Avg O % [EBRRL A HL
D FIT A S H 1) BRRACR AR IR 2% 2 5775 NDAF L AE
REESEATXS Lo Hr . Horb Fed Avg 1N TE R FAR
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Background

This paper addresses the challenges of privacy-preserving
and verifiable federated learning (FL), a critical problem in
secure machine learning and distributed data privacy. Federated
learning allows multiple clients, such as mobile devices or edge
servers, to collaboratively train machine learning models without
sharing their private data. While FL offers solutions to data
privacy concerns, it introduces new challenges in ensuring the
security, robustness, and efficiency of the learning process.
Specifically, privacy protection and integrity verification during
training remain key research areas. Several challenges persist in
federated learning. A major issue is developing robust privacy
mechanisms to secure highly sensitive data, such as biometric
information, against inference attacks. Existing methods, like
FedAvg,
susceptible to privacy leaks. Approaches like VerifyNet and

lack privacy-preserving mechanisms, making them

VeriFL offer privacy and security guarantees but at the cost of
high computational and communication overhead due to zero-
knowledge proofs or traditional homomorphic hashing and secure
multiparty computation. These methods, while secure, can be

computationally prohibitive, especially for clients with limited
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resources or high-dimensional data. Thus, there is a need for

efficient solutions that balance privacy, verification, and
computational efficiency.

This paper proposes a novel solution: the Biometric-based
Privacy-Preserving Verifiable Federated lLearning (BPPVFL)
framework. BPPVFL leverages adaptive noise mechanisms
tailored to biometric data and the CKKS homomorphic encryption
scheme to achieve lightweight identity verification and data
By

BPPVFL ensures robust identity verification while protecting

validation. integrating  biometric-based authentication,

sensitive biometric data. This approach significantly reduces
verification overhead on both the client and server sides, making
it practical for real-world applications. Experimental results on
(Sigh, BIDMC, and TBME)

demonstrate that BPPVFL achieves superior convergence rates

three biometric datasets
and lower costs than VerifyNet and VeriFL, especially under
varying privacy budgets and data dimensions.

this  paper

federated learning by providing an efficient solution addressing

In  summary, advances privacy-preserving

privacy protection and verification overhead. BPPVFL offers a



r [ %71 Y

811 AR BT AR AR Y BRRL DR AT S 27~ 1869

new direction for federated learning applications in biometric data,
ensuring secure and scalable training while maintaining high levels
of privacy. This framework mitigates the trade-offs between
privacy and performance and lays a foundation for future research
in secure machine learning for sensitive data environments.
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