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Abstract: Although blockchain technology has significant advantages in decentralization and security, the threat of malicious
transactions latent in its layered architecture is increasingly complex, and the existing research mostly focuses on the security
analysis of a single layer and lacks the systematic exploration of cross-layer attack conduction mechanism. A hierarchical
malicious transaction analysis framework including the basic protocol layer, the basic chain layer, the extended solution
layer, and the application layer is proposed, which deeply analyzes the hierarchical problem of malicious transactions in
blockchain technology, and completely summarizes the research progress of the existing methods for detecting and defending
against malicious attacks. Firstly, the malicious attacks in the above four layers are reviewed and analyzed, and the definitions
and attack forms of 35 types of malicious attacks are outlined; there is a significant conduction effect between the attacks in
each layer, and the key leakage in the protocol layer can expand the loss of the DeFi protocol in the application layer by several
times. Secondly, the detection methods of each type of attack as well as the defense methods are introduced respectively,
and the relevant technologies that can be used to defend against this type of attack are summarized. Finally, the existing
security problems in each layer of the blockchain are analyzed: high power consumption of post-quantum cryptography
algorithms in blockchain devices, confirmation delays and low block exit speeds, complexity and security risks of the
proxy contract model, and the state growth risks of Rollups. According to this, four directions are proposed for future

research: low-power design of post-quantum cryptography, dynamic block time and adaptive block exit speeds, enhancing
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the security and efficiency of the proxy contract model and Verkle tree constant size proof scheme for stateless clients.

Key words: blockchain; security; attacks; vulnerability detection
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Fig.1 Blockchain four-layer architecture diagram
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Table 1 Overview of functions and limitations of each layer of components in blockchain architecture
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Table 3 Layer 1 summary of malicious attack types
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