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Abstract  Labeled Private Set Intersection (LPSD), as a significant extension of PSI, not only

preserves the core capability of traditional PSI in protecting the privacy of set elements but also
enables the secure sharing of label information associated with those elements (e. g. , patient di-
agnostic results in medical collaborations). This feature makes LPSI critically valuable in real-
world scenarios such as cross-institutional joint analysis and secure data matching. However, ex-
isting LPSI schemes still face substantial challenges in large-scale and highly dynamic data envi-
ronments. On one hand, schemes based on Fully Homomorphic Encryption (FHE), such as AP-
SI (CCS’21), provide robust security guarantees but suffer from O(n”) complexity in the pre-
processing phase, making it difficult to adapt to frequent data updates. On the other hand, effi-
cient hybrid architectures based on Oblivious Key-Value Store (OKVS) and Batch Private Infor-
mation Retrieval (BatchPIR), such as UCPSI (USENIX’24), have achieved significant progress
in computation and communication efficiency but lack native support for the generation and secure
transmission of labels corresponding to intersection elements, failing to meet the core functional
requirements of LPSI. To address these challenges, this paper proposes DLPSJ, a Dynamic La-
beled Private Set Intersection scheme designed to achieve a high-efficiency unification of frequent
data updates and real-time label sharing. The core contribution of this work lies in the systematic
protocol refactoring and technical innovations that resolve efficiency and functional bottlenecks in
dynamic LPSI scenarios. First, we refactor the OKVS key-value structure to achieve atomic and
secure transmission of data-label pairs. For the security mechanism, DLPSJ employs Oblivious
Pseudorandom Functions (OPRF) to protect the privacy of participants’ set contents. Further-
more, we innovatively design an HMAC-based blinding and verification mechanism to effectively
prevent information leakage during label updates and transmission. This ensures that even under
multiple dynamic update operations, an adversary cannot infer additional associated information.
The security of the scheme is proved under the semi-honest adversary model. In terms of per-
formance, we propose a two-dimensional hash table grouping strategy to decompose large-scale
intersection computations into subtasks that can be executed in parallel, significantly improving
computational throughput. Regarding communication optimization, by combining a random band
matrix OKVS construction with efficient BatchPIR technology, the online communication load is
substantially reduced, allowing the scheme to scale to million-level data sizes. C+ + implemen-
tation results demonstrate that, compared to the LPSI scheme PEPSI (USENIX’24), DLPST re-
duces total execution time by 90 % ~96 % across various dataset scales. Compared to APSI, DLP
S7 reduces preprocessing time by 12% ~61%; at a scale of n, =2*°, the total execution time of D
LPST is 19% ~50% less than that of APSI, fully demonstrating its scalability and practicality in
processing large-scale dynamic data.

Keywords labeled private set intersection; label sharing framework; oblivious key-value store;

batch private information retrieval; semi-honest adversary model
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ML A A B D (Probabilistic Batch Code, PBC)
S — LV LU R (e, ga 2710 20 I 4 B R AIGGT3
B30 A TF RS 0 G i 5 58 G ok R BOHE PR O A A A T
ZA SR A W IR AT AT L DT 0 A £ 30 42
THPERE. BAAITE .
@DEncode (DB)—DB’ fiy A ¥Hi £ DB . i th
A PR A% 2549 DB’
@GenSchedule (D—1" 4 A ES T, 51
AL 17
® Decode (DB’ , 1") —>element . 5 N DB’ ., I,
i AR G5 R element .
4 [ 5003 S — b SRR AE 2 3C B AT BT
I AR AL 5 AR SRR
SIMDEnc(x) —-[x1
SIMDDec([ ] — x
SIMDAdd [« 1.l y D >0« +y]
SIMDPmul [ x 1,y) =[x X y]
SIMDMul [z I.ly D =[x X y]
Hop [ FRARBISC & I I iy %85 50
DLPSTHIELARKELL Ny - BT OKV'S G % £ 45
P L) i SE Al U3, B OPRF B Ak 804 3 98 & 4
P, SR TG A B S AL S IR AT 5 DU T A PR
AE . I i BatchPTR HIL il {5 3 ook /b 36 15 T 84 - A
TR 4 WOR G Y etk e s Gtk .

(8

4.2 HSEX
® 1 4 N DLPST)r B 5 MR REVPAL & 739 I
(Y BT 5 B S

4.3 BEENX

RSP B TR T, 8 XDLPS T % 4
P RN BT AEDLPS IPAT Z HT 1k S
57 BB AR 25 07 A% e BRI FLE BT (H
AR A ) B AL B

EX VOFERAT X 43, 8P 3R R 258
(Probability Ensemble) X=X (n),cx Y=Y (n) ey



5 B 0 T L S R RURHE T B A OKVS-PIR #RZE B LR 22 07 1159
*®1 /EFX
Ir BT ERSr W B AF 5 B X
5 S 5 S
[n]={1,".n} TLREE H,.H,..Hg a4 W Ay bR R
Ak RG2S AT B L2 S thw OKVS i fih & Ji Bt bl 4
T.H TR AR DGR m MR
k. |Bk] DH-OPRF # 1. % 91l 3 2 5t Bor P i I 5 S 0 119 B AL
0 e S5 PR S OKVS 4 fith 25 5
P IR 55 v 1 5 1 SRR E X SR ZQ P S T SRR S A
N, JIR 55 i 1 725 i 114 4047 2 4L row( +) A B AL AT 1] 5 ) o R
X={(z, ’14")>"6[”,1: TR 55 i 1%) 5 £ U,qu.,st BatchPIR WK REA AT B RAIR SR
Y={y}jem 1 7 U 0 B 4 resp BatchPIR #9017 i £
[ o 1% Pz g @ P S s
\ i 838 5 [x1 W30 o i I 0 S
P BE VAR B 40 B AT B L
i o i e
T pm FHE B 3¢ 3 % 332 57 7 i ] h CWC B3 AL
Ty FHE %5 3C 3 % 332 37 o i i) ¢-N FHE () % SCHEL A58 2 520k 4L
l CWC By K & B Y0 A 3 Th A A 9 A 2

BHBEATX oM. iEhx~cy, MRTEMERZL
Wi ] X 43 4% D A RE X 4 B HLE B X (o) H
Y () W34 BIVAF 7E 7] Z00% bR 3L negl (n) , {450
9 XTI KA n L B
v [DA" ) =11 [D",y) =17 |
< negl(n) (9
TE X 2 (- ik S B TR i A8 1 ) R PR R
LR, CRHM I E D RE R F = (F, . F.):
{0,177 X {0,1}" —>{0,1}" X {0,1}" . X FhA
InP,,InP, MZ2ZSH A, 8 XL s 17 & rp
% i ANB5) P WREN view!' (InP, .InP,.2) =
oml) S HA P, N P, OB
Asr' R P WESEEHLAS 7= A R B AL s ml s e s
my NP, WEI A TEE . X T 8 S S T
A EFA AP AEERBNES Sim L Sim, HRA
310 A7 U 2 9ok S B TR T Uil L BE & 42 1)
IR RELF .

(InP;,r"ymi,my,

Sim,(UnP,,F,(UnP,,InP,),A) =

AviewIH(InPI,InPZ,X),
SimZ(InP29T2(177P1ﬁInpz)sA>%

(vzfew%l(InPl,Ian,)t) (10)

5 AR

WE 1 FrR DLPS 53 0 £ B B 2k - Bz .
T Y B R R 55 i kST AT (D R IE s (O H%
Bl AR 2 e B B 4R s A &b, ST OPRE,
OKV'S Zi fith 532 o Ak BRI 75 2 b 00 5085 L 745 31 2
5 S, % P i &R bR 2 SL S SR B, % P
A 55 3t 58 FLPHATER B B - (1) & 7 it K 250 4 ol 558
B AT A 0 Ay e b, O T IR 5% v S 2 1% %5 9 4l B
ZHIRAT OPRF Bk (2) & P i ff ] BatchPIR K
K OKVS it 25 8 S, 4R 5 AT OKV'S fiff i 4 12 LA
FRAFELHE S HE RO N AR S . B I R i 7E A T U
B D HSCHE 1) 4R T AR AR T B 4K

Bl 1 DLPST AT IR

5.1 HEEWME
MR 55 St A S PRATASBY B . AR R G S5, IF T

ﬂ\fiﬁ*ﬁi% X:{(‘T, vL;)}ie[nJ] 9}[':':' X ; c{0,1}"
JEBAE L, €{0.1)" XTI AR .
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(1)%1]!1%\“3%:]:%%%?& Aaéﬁi%/‘hﬁ;‘ﬁ 4. /?\%E@MAX,=[rowHy‘“ﬂ’0w1\:T | 2TOWa15 ™"
paramso rowz‘g-z | S TOW,, ) 90 s TOW,, [T | ] ,,\rl" A= 2 ,‘f]" ‘

O PR 2,0 H p WRFBH | pl =2, &
BEEAHRRK m.

QEFLZ G AWM H,:{0,1})" ~Z, ,H,:

Z;—>{O,1}“,H3:[m]—>{0,1 JH,:{0,1}" —
[t—w+1].H,: (0,1} > (0,1}, H,. H,, H,.
1}*»[7;1],,\43;: OKVS i3 K, w 2B
DL K B
@ LR row () =1{0}""" | H (o) |
mf““w“eme%T¢&%M%ﬁ%mﬁ
ok

DA RGE S params=1{Z, .p-H, . H,,
H.,.H,,H,,H;,.H,,Hy,m st ,w,row(=*)},

(2) " HEmS 7 WL - 25 6 B 4G A B B 4R X
1R B W B B R A R T R

QWAL —DFRK N m 0928 4w R W)
Tom

QX EHGHFRZEXS (2 L) € X FIZE 4 W 7 PR AL
Kol g€ {6.7.8) (XM Hy.H, . Hy) . E XL 7=
Rl 4 0 A RO, &) o e = =7, ]
Ty s Hp |z, [ =log,m .

O x, Hﬂ%%ﬁﬂﬁ?,ﬂw@% i,

(3)OPRF 5 OKVS %44 . % /| DH-OPRF H
et & HAH OKVS 4% 5 L .

Ok LA £ 1E 8 DH-OPRF #4111 AT
TIEET, 1 DH-OPRF HAHE. 0 H, (H, (T )"

x|l g,

H o AT g b ie€m],j€ 0T, 17,
77 =177 [ =A.
QEPERAPLEL r,<{0,1)% . & L H-{ExT

P;:(key,; svalue;;) :{(T,‘j )T [ (CH,G) ||
L) @ HMAC(T:’TU )))},e[,n],;e CIT; 1]

an
Horpo Ly 2T, MIATREE
@ﬁ%ﬁﬂﬁﬁ%@%(ﬁﬁiﬁgﬁﬂﬁ% D
S =0OKVS. Encode ({P.}.cr,)) (12)

#i% 1. OKVS. Encode

A (P, Chey, value )i erg 1)

Bt S, o/ /BT AR, W S H Al B M, s
S HFEE A M,S

1. FOR:i€[m]. jellT,|]

2. row;; =row (key,;)

3. ENDFOR

5. RAGLMERA. IR R E S, WE My, S0 =

Lvalue;

value”,‘g—m‘] LHR S, 1A AR R ON RS
6. RETURN S, .,

5.2 & LEME

P i R AR 48 R S 5K 5 IR 55 e 28 B PAT
7&[9”15% B AWEY = {y; her, - 0P

(0.1} 8.

(1>%ﬁ%‘rgﬂﬁﬁﬂﬁéﬁa‘:ﬁazﬁfﬁi‘ﬂﬁ,/m A E
WA R A AR Y B R B A A A A R,

OWHRIE— TR KN m GRS W& R,
B & m A4 .

QOXI s vy EeY HEMLIE R L 20 A RELES] g
~{6,7,8} (XM H; H, H) EX y=yllg, I
T 00 A R BN K] oy s =5 | |y, |
3, | =log,m,

O 3, WIS BIRRH, oy, T ATBR IR
S W A AR L DU TH G 2L Sy R e B A 52 AR
We s, HA i AR B T R A

KT H P e R LG iR o2 [n, ]
[m 1 BRI RE Y ARG i 20 75 £ x
RG] XY € [n, 1.4, HAF T 2R X0 5
AR v, .

(2)DH-OPRF ; R 4} JIZ 45 3 4k 52 19 DH-OPRF
BB SR EPmERY DRG Y,

D% F 3 e BHLEC B T30 (B 5 He & 2% 4
1 55 3, Fo v

,"Ualue”g- | svaluey '",wlueﬂg— [serrsvalue,, sty

:{Hl("]{pﬁ))f?}vjELnyJ (13)
@ M55 st 15 2% G146 B S 4K
Bl = (H\ (3,5,)% } v et 5 (s
I I & % 45 % 7 o, HoB k& DH-OPRF
=
% Fuit A
Y ={H,(H,(#,;,)")}yer. 1 (15
#mﬁﬁv=fpmumeﬁ[pﬂ¢J%w\
=3, | =2,

O R R - 1 & 7 3 IR 55 0 58 B IAT . %
F il 5F BatchPIR MZmiS 45 5 S rh 3k BUA 205 B
Cini® 2 Fis) .

© DDH 1B & 1 2 ff /i
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E 2 BatchPIR $47 i &

O% Fufyd OKVS 4fd 25 R § hH R

RoMESL
U={u| (row(ﬂ'l;(])) | rOw(?'[Jp(z)) | -
| row(}[‘ln“,y)))u =1} (16)

Horr, [ FoR 4% i 5 .

@% P U H I 78 BEHLE (75 U =w -
n, PB%E BatchPIR & oA I B FA . 115 (qu.st) =
BatchPIR. Query (U) I ¥ & HTH B qu Kk 4R 5%
Ui, ELR D BRILAE W 2,

&% 2. BatchPIR. Query

WA U={uysrsuy., !

v

i‘fﬁﬁtﬂ: L2y Isesl 2, ]]vllis"'?uT\‘//ﬁiﬁJiﬁ;%\ qu: —
{Hzl | ERAAEY ﬂ}vﬁ%*i\%?&%% -\'t::{ui 7"'5“?\'}

1. {uy s+ su'y }=PBC. GenSchedule (U)
FOR g€ [N]

3. u, it HQECWC U L)

4. g={ilQlil=1.i€[l]}//H CWCEX. |7l =h
5 FOR j €[]

6. IF j €7 THEN

7 z;[g]=1

8 ELSE

9 z;Lg]=0

10. ENDIF

11. ENDFOR

12.  ENDFOR

13. FOR ;€[]

14. [z, I=SIMDEnc(z;)

15.  ENDFOR

16. RETURN [z, Js=**s[ 2, Jotty s stin

O MR % v 11 5 B I &L resp = BatchPIR. An-

swer (S qu) s I KRB H o, HARS B WE I 3,

&% 3. BatchPIR. Answer

HWIA: Sz 121

ith: [ol//MRNIEE resp:=[v]

1. o0=3t/N

2. MR prs e, b H p, =P ] Py
il sj€lo]s{Py s Py} =PBC. Encode(S)

3. FOR € [o]

4. J L hIE CWC (L h)

5. K={klalkl=1.k€[1]}//H CWC & X,
[ K| =h

6. [w, T=SIMDMul ({[ =, T) e 5.

7. [u, I=SIMDPmul {[w; 1} »p,)

8. ENDFOR

9. [v1=SIMDAdd ([ u, Js**s[u, D

10. RETURN[wv]

(D) TR & P AT T RS S B
X AR A

QIHEBRREE R S[u]l,co = BatchPIR. Ex-
tract (st sresp) LRSS BR UL 4,

&% 4. BatchPIR. Extract

BN wlesulolo]

B Sluliery//SLulds ¢ deln it S 5 u 4EMEUE

L AP Lur]s s PyLuy]) =SIMDDec([ v ]

2. Sluliery = PBC. Decode ({P, [u’ ], -, Py
Lui D

O DLPSTRFA“HASE M OKVS a2, Mk T
G B IR S I R OKVS g 45 3 S % 3% 45 7% 1 o i1y 2B
A DLPS TG o AR I S w4 2 R 5| v B Y T 4 B n]
560 OKVS ffidiz 5, R IHFEARIE OKVS fif 5 53 3 1 8 1 19 A
B e Uk 3 1 R A
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3. RETURN S[ul,c0

QX VY€ ln, it HMILLER S =0KVS.
Decode (S [ u ], cru ,Hl(ﬂ)y,\ﬁii}:g%ﬂ‘%:/j& 5,
BRI S = | F s S —HMAC(?[’WJ)@

’/ﬁ‘:q:: r FE/\ ’fi‘lKo HiE»k'J/\ S]‘ =X H Qoo
NS ZQ=

{z Zo) H Qo) 2% p2) H YPICI I

»Z,J(”y) H
Q/?(Il ) ’/\EFI Zo(y)IE /1 {lk
@Xj‘ V]e [ny]vﬁ ZQ EF‘ Zp(j) :HS((O(]))’

Mjae,, HIC R X N 5 A TR g, AR
Pr2s .

#i% 5. OKVS. Decode

A Slulenn Jf;m

Wi S
Lo S =2
2. RETURN s_;p

(/))”:“S[u]

6 TREHSMW

6.1 IERE1EIE A
R FDLPS IR LT M IETME . R wa R
IR M O R T R B A A i TR AR
Case 1: 45 % F o i A 0 54l v 72 X P4k
B yElr sz, ix, b UDLPSTIRIUESE F 3
FE % 4 1 L J 22 4 ELAR RO B R 2
Wk 3iemljellr | MMHif{r,=x Ha=
v A
S =OKVS. Encode ({(T; or; | (CH, () || L)
® HMAC T or i) et e HEAERD
r | ¥ =OKVS. Decode (S ,3})
=O0KVS. Decode (S, VJ )
S I «CH DL, )@HMAC(:I’],; ),
z | q —HMAC(}[‘, ) D7
=HMAC (3 r,;) @ HMAC (7% .1 ;)
@ H, @O L)
=H,() | L,
K, % P oo it = =H, GO fig
JeSCHEITLR H g X AR
Case 2: 457 % P A B0 v A& X g%k
W By €z sy, by WIDLPS JHRIE 2 7 Y
ToTE AT AT B A5 .
WA EEME — P Z 2 A R E G g € 1{6,7,
SMERFH Y () ETu o WHY o |13y, =DH —
OPRF (#y; ) IRARK 17,#3%';7 12 [l q HBEHL

Ce X,

an
% I Wy K sy

T Xy
E

= it 2026 4F
B AL IR 55 Ui B AT T BRORAS B . Fl T G A il i
BORM, MAFEAE y ey sxys e, JH 2=

H,(OMEE . HRMRFER 2" T2 AT,

Zi 4 Case 1 fl Case 2 ITid . il B UEAC S 1HH 1Y
IEAfE
6.2 TEMIEMR

S ST BB R W1 0838 T T g
LAtk K3 R UEB R i B i BRAR T RE BRAL.

BERR: WS 5T RS mANE b8
BFEBIN I A, ny Bny » nyo
DR RFWHMAX = {0 Ldbiemyr T
PUHINY = (yj}jem,)o MRS5S H AR,
B {(x, L) € X|3y; = x;}o

K 3 Iifﬂﬂ]ﬁ%l%ﬁfplygj

EI 1. DLPSTHIFE I OK V'S % i 25 ¥y H 45 W
EALEM.

iE B BIIEL OPRF 5 OKVS 45 14 & 19 P,
A value, | (CH, (i) H L,;)® HMAC
NI, 77 < * ¥4 OPRF
i L PG R B ST BE AL A A SRR XT?E%&HJ/\ r, <~
(0,10 FNE 4T, HMAC 1 g 2 i) O i BL 5R 5. B
A5 HBEYLR O B AT X 4y, R -, 78
SIREALEE . H(H, () | L)) @HMAC (77, .r )4
FEXSIRENLME . L value,; ¥I5IHENLS H0 , RIDLP
ST OKVS i i % *ﬁﬁ%ﬂiﬂi%

FEFE 2. 47 BatchPIR JiiF H & % 1 uﬂﬁéfﬁﬂ B A
Pk H OKVS Ji 18 H 48 XU A 28 2 M, A7 2 98 55 8
FAPAEE LT AEFopre AR L 1 g BE
2 2 I RE R B Fp ppsq o

IE WA A B AL RS Sim i F St g, » 5351 H
TS Ak 7 v FA 55 o A P L e R o TR
VO UE T 1%, UF AR g AR Y R I S L SE P B AT
RS b = 7 TP

Case 1: 8 F LK i

Sim i (Yo Co s ZQ) S IO BEHLE AL P 3t (1 L F-
AL IR PAT AR W25 HE S TAR : () XV € [n, ],
PEHUA A R P B e, AT REALEE I v =
vy =0, b [y =y T =a, P
DH-OPRF 448 Sim b oprr ({(H,) sy )}je[,,v] )
T INA Simy,, WALEL, (b) 5] RIHLIEER S <
V' A48 OKVS. Decode (8" v D =r,, | v\, i
2 OHMAC (y) ar,) =2, 1 g, . BRI
Bt B (qu s st) = BatchPIR. Query (U) F

:r..

7¢
<]97’
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resp =BatchPIR. Answer (S qu) » 00 [ 115 B, re-
sp A Sim ¢ BIFLE, X B R AR EMIRSISIE
(Hybrid Argument)J5 % % X =R A L Hid 5%
(Hybrid Transcript) Ty T, T, WEWH Simey, 5
HART A A X 5y, BRI

(1) Hybrid, o % T, FR% ) A
Hoybrid , RN T T pps o SESHGBATILRE, WA
S A X SHECT AR % s AT R

(2) Hybrid,, X T, 5 T, —#£.B& T DH-OPRF
PRy DH-OPRE 42 1075 (B &R Sim bt opwe
({(ﬂpm ’ij >}j€[ny])’;ﬁ\:l:'j ij ‘;{071}2/\0 AL A%
Sim b opre M4 I 24 28 B 80X 400 PRI U [7) )
WET, 5T, ZHHEATXTH,

(3) Hybrid,. % T, #m® Simey,, W,
EX T, 5T, =BT HBHLIER "<V fili
% OKVS. Decode (S .y, D=r,;, | 7l i 7))
BOHMAC Gy, vr) =205 | @y o Sime, 1% 8
PR E PAAT T 5 A B qu JRAE AR ML TH B resp
=BatchPIR. Answer (8", qu), BT OKVS BEAH
WE ARG ENE S Sim ¢, T S A S P IRAT
MitEEER S BIFEAT XM, Wik, T, 5
T, WRAN XY,

B, T, § T, Z&HEAA X 50, B

Sim crin (Y5 (05 ZQ) sA) & view 1;[113%57 (X,Y,A)
(18)

Case 2. & F i 1 M 55 i

Sim g (X 5 L A B E AH IR 55 3 14 6 1 AR
BLHATUU T MR TAE:. () X Yi€lm].j€
Ll | ] e BEBEMLEL » < (0, 1) ST E 5 B B Y
[OPRF 5 OKVS 4ty .81 P. }icrn o RIG S
BEHLEL £ 1E % DH-OPRF %41, 4 ] DH-OPRF
KEIT IR RE Simr oprr (B> L) s I B A
ME, (b)) ¥WARENIEIRES U= "{uu,s,
Uion, b ] T8 (qu »st) =BatchPIR . Query
W) AT B qu IMAREL,

A Hh L FE T AR v B TR A IE T VR L L= AN TR
ERHWHE Ty T, Ty iEM Simg,,., 5 EHLEHTF
AL AN AT X 4y, HARIR .

(D Hybrid,, . % T, 37 R4 i i) 5 LA
Hybrid , j2Pp i FC 52 0 P47 1o B2 . Ik S5 09 % 7 g
HAY 59T Ak r IR S5 i 58 BRI,

(2)Hybrid,, X T, 5 T, —#£.Bx T DH-OPRF
BB DH-OPRF & 3% J5 AU 38 Sim 55 opre

(ks L), BEAUER Sim i opre W ERMEBRAE T, 5
T, HHHEART X 57,

(3)Hybrid,, % T, Fe/8 Sim e, WHIH, EX
T, 5T, —.BRTRBRIESESE U] .
H1 T BatchPIR HA % oA i B fa e I T, 5
T, WA X,

H, T, 5 T, itEARA X5, B

Sim g, (X 1 A) = view ];[f-f,ffj (X,Y.A)
a9
FHFE L 2,254 Case 1 Al Case 2 firid, aJ i
TEIZ o B TE B 1

7 HEREIELS

7.1 &I

AT 3 A R SRR L S I YA DLPS 77 A - A
EIFBIRET R TR RSP R, SRR
b L E SR 2 iR, Rl L, DLPS TS FR AT
K R B 1 0% Ab L BT AT 2 80RT S i G SR
SHAS PR R 50 56 25 1 4 Tk 5 mT A Bk

R2 ZBHHE

251 Z

T {4 PR 5% Intel Core i7-9750H (2. 60GHz) ,16GB RAM
VMware Workstation 16 Pro, Ubuntu 20. 04 (43 fic.

hr \i‘.‘n

BIRRIE ¢ b CPULSGB 77,3006 )
CH+ ARG 12, 032 17, &0 9, 200

S PR L o

RBEA T R L, 224 1)

B Wy TE{1,4,8}

e T k=128 I L4) A =40(B & 4)

) i Wi 55 s Bt 4 n, € (270 2" ) R P A E 0, €

SR 4 e
{210,2%,25}

' R 64 2 g

B 2 B .64 F 5 FENLFAT R

PREE 6 7T BEHL AT R

ROk, RN A FR G0 ST B0 P ) O A A0 Bk
B K LA Ak S s

(DA A TR, R Z4em 75 %7 (IR 55
Uig ) 5 A A S0 A e O S ) 1 R B A 45 6
i, ZIRICH28](CCS? 17) bRl S50 & % & 3
AU 7 WG PR, F# K m = 8192, fi A | B =556,
R e K #5535 J0 & H M 1 8 Wi % /N T
2% T A N A T R BT B R AT R A g
5 1E KR 2 A7 it 2 B R %6

(D EAFRY, 5 Microsoft APSI?

@ https://github. com/microsoft/ APSI.
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2y 2026 4F

e Four Q M B M 2k P , 52 8 DH-OPRF. iZih
2 LA A B AIL A b 2t 3 v A G A 31 il 2k (hash-to-
curve) Bk, BIEI/DEER B 1L BEFERT

(3) OKVS % fift A5 B B, i Bt 5 BatchPIR
LAY B W] 38 38 7 3K, ¥ Google Research A9
OKVS SLH Y, LB RS HIE AR F e=0.05
R 22 4 ROR A S5 B0 s (b) Tl ad AVX2 54455
B SIMD F#A7 4k 48 TH 5 B 48 5k i, S F n, =27
FRAS 5 4 4 1) S s Ak P

(Dt A AT H, Bk PIRANA HEZR®, 3
BT - ) J3 S 48 455 200 /0 {5 TR 5 (b) 2%

JH BFV-SIMDRotate DA idi B 128 i Jo £+ 5 % AU 1y
OKVS gty 2514 , B 1R T A ) vk &2
RGBSR 128 1 A5 4 RUAR Sy S
BRI B IR 25 B R B B e A e . IR R
ZER GCC RAMNLTF 11,
7.2 HHEWNLESEERESN
# 3 RGX WDLPSTH JLHU R PSI )5 & 1E
KHH R R PE B 22 5, 5 4 T FHE, OPRF,
OKVS,BatchPIR % i~ 5 S0 7 5.
A LPSI J7 & . DLPS I7E 5 52 7% B J7 1 3k 3] F
e WA ST S R AR T A R R

F3 KRMEPSIHFEREFMEXEE

& ERTEF N I A A TR Ik LPSI
Chen!"” OPRF,FHE O(n log,n,) O®) J J
Gong™*™ AHE.DCR On,) O’log,n,) X X
Cong" OPRF,FHE O(n,log,n,) O*) J N

Bienstock™ OKVS O ) OQn ) X X
Mahdavit* FHE.CWC O, W) O, M) V J
Hao " OPRF,OKVS, FHE-BatchPIR O, Wu ) 0Qn.) N/ X

Lit%" OKS-PRF,0KVS On,) OCkn,) X X

Xuel*™ OPRF,OKVS,FHE OUn logyn,) OUWAn,) J X
BAI TAEDLPST OPRF, OKVS,FHE®&.CWC-BatchPIR O, W) OQn ) J J

T (O AEAR P B E T L W55 S AR 7 3 9 R 2 3 B, > 54 A3 B GETE H R RS HGA RDUIIAE ¢ RARE ALK

(2) AHE: I3k [R1 25 0 % s DCR : =5 By 6l 4% 28 40 %8 1 3] 8 ; OKS-PRF . R

2R P R R L

(3) X ilk[ 4] % i FHE-BatchPIR"" , DLPSTF Al FHE&.CWC-BatchPIRM!,

H— ., RGE X L DLPSTE H M LPSI U
223 (R CCS? 21, USENIX 24) 4 5 2% i , W 36
THE 5GP R,

(DIFREE 2B . SCHRL2 R A% 4 22 100 =
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Background

This work focuses on Labeled Private Set Intersection
(LPSD), a specific problem within secure multi-party compu-
tation. a subfield of privacy-preserving computation. Cur-
rently, prevailing LPSI schemes globally typically employ ei-
ther fully homomorphic encryption paradigms or circuit PSI
architectures. However, these approaches often encounter
computational efficiency bottlenecks during the preprocessing
phase or fail to adequately account for secure label generation
and transmission, rendering them unsuitable for large-scale
dynamic data scenarios with daily updates in the millions. To
address these challenges, this paper introduces the first dy-
namic LPSI scheme enabling high-frequency data updates and
real-time label sharing. Its core innovation involves re-engi-
neering the Oblivious Key-Value Store (OKVS) data struc-
ture to balance security and performance, thereby achieving
atomic secure data-label transmission. By leveraging random
band matrix OKVS and batch private information retrieval

techniques, our scheme reduces communication complexity

from the optimal O(n,) to O (n, W). C—+ + experimen-
tal results demonstrate a 90%-96% reduction in total runt-
ime compared to PEPSI (USENIX’24) and a 19%-50% re-
duction compared to APSI (CCS’ 21) for datasets of size
n, =2%.
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ty-Based Cryptography” (Grant No. 62272090), aims to
construct a new generation of active defense cryptographic
systems. This is achieved by innovatively integrating reverse
firewall technology into identity-based cryptographic sys-
tems, thereby providing inherent security protection for dig-
ital infrastructure and fundamentally enhancing network se-
curity defense capabilities. Our research group has published
several results in this project direction, such as TIFS’ 25,
FGCS’25, 10T]’25, TCC’24. The LPSI research presented
in this paper serves as a crucial privacy-enhancing component
within the overarching project, “Design and Analysis of Re-
verse Firewalls for Identity-Based Cryptography. ” It specific-
ally addresses the issue of private data label leakage that ari-
ses when reverse firewalls are deployed in secure multi-party
computation scenarios. By integrating oblivious techniques
with robust label protection mechanisms, our work offers a
verifiable private intersection computation scheme for the
project, filling a critical technical gap in existing reverse fire-
walls concerning fine-grained data control and further
strengthening the security of identity-based cryptographic

systems against insider threats.



