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eSS M SRR R, HE 2 s N A K OSOR (L
Fros), SECEEE B E B ORGSR A
BRI, 0 AR X s & RS I 3 Al R kiR . A% 48
(A RS I 7 v e d A A KRR B, AR5
B TR T T ) 77 kAT AR 28 R . kT
JiR BT R DU PO PR LB A, (AR
PiRRas R, 0 TR P REE R BN T %
KB ERM R . SILFEE, SEEREcM g s &
TR (M B DL BN 58 75 1) B 5 A LR
AR 240 520 5 AR K
BEXT UL ERAR, AR SCHR o B T ) A K A
W 5 R A IR B HH s & FURr I 70 ARSI 77 vk
RN B IR E, BT AR, AR
T#IE DU PC S RO A A T e s, IF
A ARG NS SRS BN RIS,
FIACA) A0 AW 5 SR o A 00 ) B 4 AT v vk
L AREER . NG LA R e SO % /R R &
BA RGN . %M B F A LR A
VIR v 28O e A R A T X K ST A i e A ) Bk
%, FEIRIUES AT 25 RABdE, $2TH e 4 KA
MR 2B, R KE S HRA
(Large Language Model, LLM )X} 25 151 Bt ) 2D £
M AT E R SR FERERERA, Kk
FARAL E I B PR E R e TR, SR AL
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- 1117842440 2005.06.03 R23-M0-NE-C:J05-U01 2005-06-03-16.47.20.730545 R23-M0-NE-C:J05-
U01 RAS KERNEL INFO 63543 double-hummer alignment exceptions

- 1117842974 2005.06.03 R24-M0-N1-C:J13-U11 2005-06-03-16.56.14.254137 R24-M0-N1-C:J13-
Ul1 RAS KERNEL INFO 162 double-h i pti

- 1117843015 2005.06.03 R21-M1-N6-C:J08-U11 2005-06-03-16.56.55.309974 R21-M1-N6-C:J08-
Ul1 RAS KERNEL INFO 141 double-h I

- 1117848119 2005.06.03 R16-M1-N2-C:J17-U01 2005-06-03-18.21.59.871925 R16-M1-N2-C:J17-
U01 RAS KERNEL INFO CE sym 2, at 0x0b85¢ee0, mask 0x05

APPREAD 1117869872 2005.06.04 R04-M1-N4-1:J18-U11 2005-06-04-00.24.32.432192 R04-M1-N4-
1:J18-U1l1 RAS APP FATALciod: failed to read message prefix on control stream ( CioStream socket to
172.16.96.116:33569

(a) BGLEMESEHR 7 7~ 6] (FEASL5)

(2024.08.29_15:16:56.089 [08-29T07:17:06)ERROR |otap_protocol.c:13817|method:service
module:model

buf: {"additionInfo": { "ENAuthentication": { "user Type": "administrator”,"userName":"fiai6b" } }, "data": {
"delRelatedOperatorInfoEnabled":true,"ID": 1,"IDCreator": 1,"loginPassword":“12345","password":" 12
345", "phoneNum":"8615656540360","sessionAuthEnabled":true, "sessionAuthInfo": {"phone’ Sessi
onAuthInfo":"43d58bc 14fd84691e407ed07568e0dbe67066490c0e8ce9 1 f19ef73dcc93886","salt":"ZD4
71IBMAJAGGPNQTK4KSB4BMS5SBCSBLNRKKX80LQW1793B02ZASESNYRIBSARFOO3","salt2
":"VDOGODFU70FQK2GOLUOUTC8VFL5SDAEVB64EMDRPSVFXI21R4VX42K8GLI9GOAN97"
,"userNameSessionAuthInfo":"e24a55012b7196ac315dbca58318b1740e8f410a83¢1ec0847b8be8 1cd3
89d7"},"userID":"7¢380d276d7d410cbd835075a0eac41f", "userName": "fiai6b", "userNickName":"libin
28","userScope":"cloud", "user Type":"administrator"} } )

(b) PIBRM BRI AT BRG] (FEAK)

P 1 kIR RS s AT B 5 TR H S o 4
FEBI I 2Z 3% B

grRkill. BART S, ASCRBGEMBA 5 E2KE
FEN A% 75 3K 43 JuAG AEVU BT ANBOR DT BC 2k . v
i VHE UC P i 7 4 HE L DU D f 25K 26 iy P 5
AT A SCAKERAUCHED, TR DT A i 13 A2 50 DA
iRV N WA R K-S TR ST WD PPN R A (e
VLHC. 7ELA ErdSidtnt b, 456 84S/ DFA
PR, BRI R, FERHERA RN
ORI A A AR, AT GO AL TR
SCHE SO HTRE ST, TR R AR B 2 S k5 v SO
B SR PR R R A

ASCWEEFFHRERE T 528K I ANIR]) R R A0EER Y 14
#FHESRESE, BT 851183855 080
MBI B . A5 TEQwen2.5-32B-Instruct,
QwQ-32B, Qwen3-235B L Kt DeepSeek-R1-05285%
8N A [R) RS 1) 32 U0 KA Y i e T Je o) bE SR
IR TR TT R KB RGOSR R
Wiy o SE B &35 SRS Y DR AT A 55 1 B 5 T R0 DT e )
R T7 VA SRR PR 85 T R 4R % 964.3%, T
255 20 Be KB R BN 1) Az A I 5 P 226.9%, H
KR B & 5] N B IR FAEHILE0.01% LT, KIE
I N AL A . T Rl SE 56 1 — AR W) A ST
FRNEETRRAN A 57 SR R 1] M A 25

AT T E TR T -

(1) BT P s it — ol I ) A0 K PP 7 S5 10 KA
R DR S HCHE A R 7 v, e i SR FH i i UL AT
HRER GG 20 Bk =, s IRYIER N
eSS M KSR AR Pk, R TR A
RS () R

(2) it 12 A o RSN, B XA [F) 33
USRI R g B T YL E 5 /D FEARTR R RGO  5R 92
i, FREE E RN R SR, RIHRE R IER

T PN 2 R S [ T AR, SRR R
R SCHE U HTRE

(3) B H |1 T 82K55 0804% EL SLBE M 5 1A 35
FURE M EC P 4, FRAES /S 32 I R AR Y I 8 BA B AN [
M B SH EIT R SEG . 45 R AR T A
BT A A TR0 DT RC AR 7 v, FLR R
64.3% FFERN6.9%, HREA H & 5] N4 R
HIFE0.01% AR, Rilg> N LR A .

2 HAXIE

BRI B RS BOR R B IEE
L ATARHERT A EBCR K T B, IR Z 2
T2 RE. PR BRIV EEAT 4l
2.1 ETHN AR & AN

A 8 G FUAS I AR A A 0 35 DL JULAN P R
TR WOREEE . RS PRA . SERt R R A e
et HARNIEE A &R, TahH
TG LSS =07 SRR T 58 SCHR (347
t, fEESE MRS, T BURT B LS
WU T A FE T AN SCR Y 7 vk . ldn, B
BATR 5. US5GBS RX %R, AT DR S
AE D 3 a2k ORI B0 DG e AT A, 10 0V SRR
R T B I IR S S AR, 7R e I e B G
1 7 AR AT UCAC . Wang®5 AN #5345
Pr TH B A AT RAABCR,  # R8>k
FEAT & T IR EDR, AR T ALHZ Y,

FT, fEABRBER IR Z AR, £5aM
RSN 77 32 T M o UK B2 AN A2 L I 9 55 R e 5 1)
A, AFAEAER S A B R IEk A A T .
RIS, $ e oo B in] 25 B2 S RE SR T 1 RUAT 9 i e )
M, AL SFEORERRA, RN 5B
FER M ERAT . BEE VDI B 37 50 H 23
RIRZREAL, AEGU G RN J5 G 3 s LA S IN
P RLE AT
2.2 ETREFINEAEN

MAER, RIS SIHE B ARE 5 AL BT B
NE R IR U 7RI TT SR A NPl
A A A SE S A D RE,  AEAE G ML S 5 i
FFEAIE b, SR 2 T XA AT I 1E 12 W 2% (Bidirec-
tional Long Short-Term Memory network, BiLSTM)
2% BE1I% (Conditional Random Field, CRF )45
FHIBI-LSTM-CRFEA, 2 1 A FEHE AL AT
AR TR 20T A NPl Mg gy 2 B AR R
TR B ARABURE B S B AL BUCROSCAS (& R 7>
#r, HI T [ GDPRESAABGR A FUERLI . FOREAE
NOFEH 7 BT A AR SO BUERAN A B Sk iR
5%, AR DG e AR 6 9% 28 43 AR M R AL IR



1482 B 7 5 fF

2 %

48 %

GIE(SEET ok e NGl HF =S v O M N B T N
FT IR 1 77 VAE B A B R R S R

Horr,  H B 8 & AU A S A AT A2
BT PN R T IEANFE T 73 2R 07k, TR T
AR BRI B, anSCHR (8,942 Hh 1 WL H
BB AT I7% . DufE NBORIA 7 — R R
TLARZE P 2SI T o0F H R A, HpERe il T
BT ARz AN H E R Rl J7% . Meng
S N H BRI 1E CRIA AT T ek, fEH
Word2Vec\ H B 52 L H B 1 1E UAEE(E
S PR AR AR R ) B N B R T BEAT I
Zhang%5 NP2 F R ) AT BT 12 A0 28 I 29 Sk S 30
SR, A DR SRR BT
AR BRib A, FHEEHSE NBR G B
2 M2 5BILSTME I B, FIIE LS5 %E
FRIEA 20k il H 5 57
2.3 ETREEBEHEN

WAER, DARIE FHAONAE M N TR RERR
AT 7 RORIERE,  HL I o i SOASHH s TR 27
>, AMUEAREBARESHM SRR, LRI
PSR S L I AR HE R AT 55 B N R

AR A R R YRR 2 ke AT
i A& 7). QISR NI AR R B4R 1A (¥ vt
X KiE 5 B8 (Large Language Model, LLM) £
MPEREH BE R, $E 1T AKHURSE B I 2R 35 )
JIE v A R e R B AR S A I R B I T vk -
LogGPT. LiuZf NPHEH —FEEFLLMMEFEA
H E ¥ 5 7%-LogPrompt, 18 i 2 7s 1A] 58 1 Sk 2
FFLLMAE 7 8 A AR 55 PR e . Xiang%5 A0
T H A A LR AL AN ot B, B R E Ak
Peos, PRI KRB R . LogLLM i i
R [A) A8 4 23158 (Bidirectional Encoder Representa-
tions from Transformers, BERT)#&HU & 4 i X |A]
&, B PRREHE XA BT R E A . Elhafsi
G NS BN BRTE S, R R
TR IHEAT 18 SO IR . Yang®5 A1
H R RS BEAT S 1 AU ) B 1 i ARG
PR, Gl A A R A HE R dRe AR R i
TE 7RI R AR TR 1k BRI

FI T EA T B RS I 75 58 K 22 R A
Feom i RSB S R IAE 5% . AR, FEIEK I
Mg, XA A LR E R T2 oo R, JF
SER L B K E KOOSR s i

3 ATMHSR

ARTATERIT LR 20 1) SR 56 IE BT g KA L 3K )y
Kol A I T IR AT

(L)RQ1L: A& GE NI VT AT 77 32 1 Jmy BR 44 DL SR
BB IR B B S RS DU PR P 474 2

AR FCAZIA L, 5 3T O R R0 %o 2R
BB 52 B A BHE AT U ILAS,  FExs 45 kAT
PRiERE R RN SR RN, Al AR TR
DT TE s U 77 v I B AR R 6 64,3 %, R B IX A
Rl 77 AFE R BRI . 1™ A 1) 32 25 A
N BT R DTG ) SR A a1 U 30 =gk AT 3
ARULECH, FFEA M R I61E 3, W= “{‘event _
type name’:‘acs.acs.eventtype.failforsuperpass-
word’}” FAFH IR R AR A 2R ) v B,
VLHE vk 2 R3] “password ” I8 7 1M 48 17 b
SR N S T P T & E o SR Oy
“{<devicesn>123456 789< /devicesn>}" ] Bt
ISF, FRIN UG HC 77 v 25 DRI ol 312 S8 fai 2 0 R A 4
FHEFF1L~9) AN T — A2 2RI
4, (HEPR Bz e fF e A RME D 4. XL
T 0 AE AN 5 R0 00 DG P s ) v K B

NI — A, A SCHI N K TE & A
VLRC k2 SR R B A% . 72 AT PR seie v (R 1
FER), 5NN I P -5 R AR i [R] Ao il /s 1% 4 %
NFENG.9%. BRI Ab, i 2 OB e
DA, AT DABGIE OB 5 (RS 5 SR 4 1 B SR HY
(BRI H B A& AT E R . E2fR, K
RUFE SR AR A I 25 SR i Bt b Se A, X A ) )
b SRS DU iR DR 2 o AEAS DB, A SE
JEEETTIEBCE, AT H OB B AT SN R R
F/NT0.01%.

1 AITHMREESR

S8 Jiik ik
1 ASCE T ) DL A 0.643
2 {HHLLM A, (LogGPT) 0.512
3 AUF FHLLMA I, (LogPrompt ) 0.554
4 FRIUVC Fie 55 R ASLIR B ) o 0 0.069

B 2 BRI 45 SRR £
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RQ14518: A& G0 3T 10 0] VT JC e ) 75 v ik
ZN PN AR S BRAR T A7 52 35 1R R R AR OR (64.3%) »
1M 5 N KBRS AL R — PP IR 7 &6, AR
R BEE6.9% .

(2)RQ2: T [ Ji 4 P 1k X 4l B 5 % FH K
ARSI A AT AT 2

SR RAF R BB I SOAE ST RE 1, H
PR T L B B A R TR U 2% B AT S ARSI ) AT
1T, RCGETOHETER, BIEMAR&SEIRE
i N 22 AR AT B A A DA T 55

KRICRE T 2R B0 )58 m 1/ T h SR IE . (a) A
TARAR: 2% AR TAECCHER[14]F LogGPT
ML B ), 1EAE N T H R B e a3 5 KA
T SE AT AT 55 (RI R 1R 52362) . (b) H EA T
X T AR TREEAD, RN E R
il BE 77 A 1 2 PR s ] (AR S AR 8 Fh ), FRad i
/INFIARE IR AR i e 3R IR AT (1) 77 R FH -5 Ll s a6
(PR )52 503)

A I &8 R (2 1) Lm0, T ) R AR A Bk Y
B 10 K S A B EAS I 7 VR R R R R, 4
HN51.2%M155.4%, HHET M VCEC 77 L 7R R iR
AR L10%, FH 5 R 2 O BB BRI 7
R FH B0 255 R B s AN Bk I B SE 3 5 R s
BRI ZER . WEFR, BGLE M CH
TAEHF MR AT H EZ Y, Hagg—H X
AKERR . MBS, H3 5 RPN 34521
PokIEZAE, REL. KEERK, —Hm, K
BRI N B H AR IR, Tovk B K
SCAR RGNS . S — 7, P i
HE BN SR E N2, AREEA
PR 3 R R R -

RQ24518: O KA B HEAG I 7 S ok
FRICAR, 2RI RS ML E -

2z b, B XTRQIFIR Q2P 0] R i) Al 4T PR R
FUSEES, ARSCIRUE T AE GEA N UTAC . KA B T ) Jit
TRECHE BB I 9 b 7 20 S R A, IR TR
T g5 M Ak BRI AE AR U &5 SR 34T R AZAG I v AT
PESH . Fik, ASCH TN VT AL S KA
2 W TR ARSI 7, R A R0 26 5 R 46 1 ) DT
B AG fr JE b 5 N KA AT IR IR A%, 7024k
B AR EE A BRI 25 [ S AR R R

4 TR

4.1 Biigit
AT HRE TH] [) W0 Bk R 37 35t ) R A Y X 5 B 3 A
RIS W 77 38 A% — 2B BORE I 7 v, BARBETT -

S LI BeAd F A0 o SR 4 50 A O e B L
AR, R A B RN R IR A5 H P )
H R, A A 3R BT T AR B R . B 2B
Bl i K18 5 R S A% JE a6 A7 8 1 A0 K A P A
KT A AR A2 IR UC RS B2 32K, SEall KB 1Y
ZE AR, gD KA AL S A, [F]
ISP AN [ 3 R T g g T R 5 /DR AR OR
RE BB R IR NI, F TR RN 2 e B i SO
BT R AR SR

AKGIN 77 G R F 20 B b R A AL A, BE AE £R
B ARSI R 253, SORT B0 Pl SR T3 0 PN 225 1)
B, ATTRMBOHKIELET: "%, £THAM
WEBYE R AMEE L . BER K AR K%
Ko FAE S FUR I LS K S IULRC 7 B o)
AT (I A 5 BATIRE), TR IEAFFE A
B AE SR GRS Bl S EEtl, Ak, TR
S5 LW B 1k A0 VT RC 5%, R ek s Hh R E 1Y
SERIA B S5 A (S B AT RS HE U SR .
U NEBCERBA BRI N AR B, T
N BB 1) 52 A% Hdls 9 55 L0 B ) i v AE
AR, W ULECR IR X 7 & R iR kb
7056 LR 58 AR R AL TR, AT E AR AR KA
TS B o I P 2

SK B, RSO PTAR T 1) 06k I 7 S ) R AR Y
UK HE S AR I 75 2 AR AN BT
4.2 SBIME: AN TEEFE

S5 LI BOR FH 9 5% g 22 0 0 00 26 A g D e 8 T
BEAT PR A, O AR 0 2 DR AR A R
JEH T AT e 126 HE P A L i A S R
Forbr, RN EE A BRI SRR T AH RIE AR A7
PRAE S N FRBORSSE, RN, D N0 B Y i R R AL
B, P PRIt AT DL AR L 5% B e SR
it BRI R, SRR ETE
PEA i) IE M s Ao B = HEATULAC . i, e
FHEF M EMRERN: ¢ “~a-z A-Z 0-9.
%+-]+Q@[azAZ09-]+ \.[azAZ] {2}
$ 7, H, “@” EARFREAS LA 7T
HEAE TR 44 . AL AT AL, A0 v i
HoAth 1E s R T H A

JF IR EE 2 H e SO FETLRC AR N 5, AR B
LR 5 S . SR BUs G AR Y, BRid SR G
BB MRALSL, S FERP PR E . K 5E
G, DB A A U AR KR G N A SR
B LR as M AR g . Hod, B A4 R
Ru(Rule). J5#H A% Con(Content) 5 H 4
MC(Matched Content) &3 X85S, KIEANE
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e
HE

i 48 %

P 3 T ) P06k 14 37 55t A KA R AR st s 5 ARSI 7 v e

SR B AR i NELH D9 R AR 2 RS I 4 it
HE .
4.3 F2ANEL: KRB G2

A5 20 B s FH AR AR X 26 1B B T AR I T
BCAS 2 ) &5 A AT AR, o H B9 A8 B O
FIE A IR R HSAA A, A IE R IRES 1R
(PRSI HE 982 o) 5 4 TE R A ARy 2, X — i FE
REGEEN TARIRERLI —Fh 7 58 KBRS Rl
B B o A AL ER . A RN R A R 3N
4.3.1 HIELIE

TEECHE AL EERY B, AN 7 V28 T 55 1B Befar Hi (1)
P s, I8 BT RO Y i N d
AR . BRI S, E5 A 2RI 45 2R 20 3 H
Ru, ConfIMC 34 WA (7 ml = @i i . G
WA RN, SRR RS S AZ AT I 1) 4
T 5 g e s il AT A 2 o

XA R R AR T i R A
LR3I, B RE HE R IR 5 A R A K
IR ZE, RRBERIR 2 F A% At g5 0 H AR
7o FR, ZEEIREUD BRI T R AR R I 25 F
5 GRS ITC R 7 B (A0 AR S 20« DB (1] 55 ) 11
T, AT R S AL P A .
4.3.2 HNYIE

BT AR AR R 2, AN R RS A T4
MRS FE TR AR . FEF U, ASCK AT Bk
AU HR VT FCA MRS B2 75 SR AN A, VAR RS E DL I
EROILE R AR . b, REAEILEC R AR 1) 2
WZRBHAT RN, KB 5 3 R A e iy
HEMC LRGN AT A& ILES, S UbFE, ik
AR HE B 42 FRRousk ) Con Hh A MA B 1 v Y
R BN R A VE BTl RE . BOMIULRELR

RFEXIZ R AT R, AN 5 EAE SR a8 N 25
VLEC 45 E IMC, &% % EE5MCHE TR XA &
AR SO B, Bl B RS AR
BN B E SO B, PR ESR KA AL A5 & A 2
5B AT SRR . A, BOBIUCEC R A TR AR
0 ) 44 FRRw ke 4] W7 v oA Az B S A LA 0T B ()
YER B RE. [RINF, 80 R ORABE A &5 B AZ I B HL
FIXFERIRE ST B SR A A b RN R u i A H 5k
FAAERATFERuM M AR, KBRS H EX R
IR N A ConHEAT RN, AKEE B 3 BOBLMEH W7 2 15
FoAth RN 2

DL g5 H R 2Fh e B s 91, 7= 45 AR
AT RIS SR R o LA .

(1){Ru= “BUEKET" , Con= “ ‘password’=
‘abc123” 7, MC= “password” }. XM & O A
UURUNTR S o o I U NS i
“password” , DRIAN 5 KA ALLE 4R & AL BT
W5 HERITT, J& TR EILE A

2{Ru= “§GHL 2R , Con= “k123456n” ,
MC= “123456” }. 1XF 15508 T 55 1B B A A0 )
VLRC R AR KSR A1~ 65741, (B4 758
o B SCRAIWHZF R S DA I, IR
BURKERL S — DR M ARSI, & T RO LR A,

FE R R S AZAG ML R, 3 24 WA 2
B0 RL2FPAS [ ) S A% B %, RSN IR 7R
ITE AR, PIREXT SR B Rkl b, s
JIT AT S W g 3 AR P ke 00 A0 R 4 P R R AR 2R 0
TS VT O BSOS HE VT IC -

ASCR LT BER ALY UG 1) 75 15 52 I ids
MR HBNIHSE . ASOREE 1 7E G U I AL R
M IE R R B, @ N ThriEfR e “ e Al-
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HEEM” FEARHEEE, B X BERTE A AT
55 19 3 B 2 I A R BE A . 5 2 S Be A %
PRI Sof A S 6y v 55 1 I B AR Y BT A i R A ) 45
RBEAT T IAZE, XPRAE S LM IR B B
FE o

4.3.3 TR

AR 2008 BE 7 K2 7R 1A P(Prompt) B A
ANE By, (HILES M EEAME, AT
ANy “ B {5 B.S(System prompt)”  “AE
KR T(Task description)” « “HIHAN 7
K(Knowledge supplement)” Fl “[a] & B3Rk
R(Reply request)” , BARRIIT.

(1) “B 58S &7 WIah HAE & Hlk il &
FHM, HTHETLHEMNENENBESE R
BEATREHE S AL, ™ M LA & RS I R Y 58 B K 52
(R

(2) “ARSSHRT” H 7044 2 Ab L BRI
KN 4 FRRu JE IR N & Con 5 fir h W AEMC
TERNTEENE, FEIMAX G MITIEM BRI E Lo
BEAh, ARG HE DT O A BORI UL RC AN, 23 501 %f o
2FHAN F A R BEAR T AT, F5 5 KIE 5 BIA L IR
T SRR R AT W, DL R BE S0 24 4% 07 U
B, b KB B S R

(3) “HiRAh K HA BT, TR
FEAFR BN PR RREERE —RWR. ET
U, ASCRAE SRR, R E R
T7 A R E KA AT AR K, PR
R AR . BT E, B3 —HRE I Rk
R Em T RAARSE, BRI AT R
P H AR ) 1) TEE RIS 12K AR ) 53
K, RO R ER IS N RN A . fE
IR, ART7ES X BCMIAZE G 125 FARYE B3
AR AT 2000 7, 0 e iR AR OE LS TT R
EAARAL, SIS A B2 1) 5E 1) 2 T

MR KE T AT, o n AR &
PRARSERIATI, AT DL R SR 1A v 5N B A
KR 78 (oot AU F0 PR AR, B U ) B Ak 75 5K
SV R BARIEA I R, WWEK,.

(4) “BIEFERR” #i5r, $EALRBA RS R
BRo AL AN &S S (R R 6 A 2 A5 1
W) ERR(EIEREM R, S8/ dH) BL &
WA s (5 2R BRI RS ), 8 I X R R
B, R A A AR I R Wk, s gk
FoH W R SR A 13 RF

BARBIIE N 1A AR W AP R, JE T RS HEDT D
5RO DT IC 1) 3 R AE S 7 i) EARIAE “fE55 R
T WA, T RARERE ) 55 A IR A
CHERAN K WA, ASCiE B s
B B 0 &85 1w R0 4 FR Ru sk 3 B AR s
WP, HEKRHABNS, T, K,(nEr~E LA TFHE
BAM MR IR BFE RS LR R, SN E K
RS AT AR

FEVEZRI TR B, AU 1 B4 (Chain-
of-Thought prompting, CoT??)) 5 /AR IR 1]
(Few-Shot®) g5 A 1751k 18I CoT 7kl KA
FEF AR AT B O BB ER, DUREC
TR AR R B T ReME . WD EAR SR IR
THmMA “ZPHEEELRE” RRACA . Few-
Shot i B #% N H T A IRAN R KER 73, 72— Lo m ik
RErRT, WL THRR T A P IR,
FEFR 7] v DAZR 56 1 J7 2 3 8 40 v ) 222 5K A N
ORI W ARTIR, RV 78 K 4
IR I — A I R WP R, B X RIE R
RER T SRS A o X5 40 P 2 2L A% AR 0 () R Bk
5L MM, HitFew-Shot /7 =& H T R i 1
KIRANTE o

5 SLW5Sth

5.1 SEIGEER

ASCIG EBRA TR ERET, [
FH T B Bt R A0 4D T 2 5o B 52 3 S P 8 4% i ok
1T A R I AT B8R, AR B S/ R SR I T R 1)
FEARKARLE . VP TEPR DA AT R AR, s
T XIS A ) 4y 2R 2
5.1.1 ¥iE&E

A5 13K F A s S AR 4 AN R B e A\ Kl 4

4 PR AR FE ES A R
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=]

2 %

48 %

J2M RS, NP R RS HE S 5 R
SRR R EAE & . T o X 2R e A .

(1) BB E A 28R S R IE T VB ik
FWEE, RETR2OAEMN miks, BEHE
SRS 2o duE e BRI, ks
R oy S AL 5, A N B0 0 VT T B B g 47 DU E
Faril .

(2) B I E TR AR - 10 H 4 2 g N B KA
RUEAT Rr I (K08, RV T 58 1 B s T U DT AT
TIERRT I 25 5 o 75 58 1B B U s J ) 1 &
s 2> HOB N B8 20 BOHAT A B, IR AR 45 KR
YR ) W i o o 25 1) AR 00 o 12 B0 B ) s &5
¥ 5 E i8R EME, B 5 Ry, Con, MCE., &
EES, AR B ) AR AR A
55 080%% . fEZEHREE ., HAKMIAAILRAT32 767
NERE, BRI N8 /o AUz
BTG, RAEEM S SR A RS R AR
FAERAMHE DL R N RIE , BEEE DL RSP AEAE T
ZEPREENE MR () WA RIPELE, (b)§FH
L N, (o)BUSRSCHT, ()R R,
(e) FAA BERS SHBHE, (6) AAVEALER, (o)W Bid
B, (h)HARIE AT 9o F Pt 28 B R B 2% Fh
IEMZRIE, FrAE ek 58 H kK 2iR.
5.1.2 TEIERR

XA 2B b KIS FF & 45 R, AR SUE
HERRRE . AETARL . EIERSIPM IR bR R PPl B A A
TR . R (Accuracy, Acc.) & IEFIF1 5741
Tou IERfCE R B B e, KSR EE (Precision, Pre.)
Fe i B I IR R AS & SRR I EL], EOE
% (True Positive Rate, TPR), H#FRIEH A2
(Recall), J& FH T &R RS IR 6 F000 tH f0) TR A
T A SERRIEGIAEA I EL . B BH % (False Posi-
tive Rate, FPR) R/~ TN 9 IEFEA I FAREAS o L
EAFEARRIECE], WPRERRE, 2 &ML

*2 RIGREREEAINAEMAR

s BRSNS BHGR)  BUMICES RSEICE

a WA RIS S 4 900 J

b 551142 4 AU 8779 v

c R T 9 881 J

d IREEAlGEei 7124 J

e FAAT B % T WA 5713 J

£ NAEARE A 6 840 J

g WHBUEM 5 820 J
FAhE AT A 6 023 J
it 55 080 26 339 28 741

L EEFEFR. (B3 (False Negative Rate, FNR)
SR T BT S bR IR R REAR TR 2 /0 LA B
bRl N AR S ARIHN

Accuracy = TP+ IN (1)
Y= TP+ FP + FN + TN
.. TP
Precision = TP+ TP (2)
TP FP
R TP + FN’ R FP + TN’
FN
FNR =
R TP + FN 3)
Fl— 9« Precision x Recall @)

Precision + Recall
HAr, TP(True Positive) AR IE#f T A IR 1
FEAEE, TN(True Negative) A4 1 FLll A
FRMIFE AR &, FP(False Positive)5FN(False
Negative) Jy5 B4 15 Uy 1T 280 57 S A A %L
2. A, F1oECNSREH IR AR IR
(RS B 1 A0 A T FR bR, TR E A XX (4) Br
No o, RecallFMERITPRAE . F14 ZHUETE
RO~ 1, R 78 e 2 BFASE 2R 0 K T e AR 2 T 2 P 25
H R
5.1.3 1&EAHAR

R T SR KA RLAE S R BB T, ASCHE
Qwen2.5% QwQ LA M DeepSeek!?% 5/ it A i 3
JERER FOFRE T SE: EASHEA BT
Qwen2.5-7B-Instruct& A4, 7E 2408 b gAY
I, f#H T Qwen2.5-32B-Instruct, DeepSeek-R1-
32B, QwQ-32BMEM, fERZHBAY L, 1]
DeepSeek-R1-70B, Qwen2.5-72B, Qwen3-235B A
JDeepSeek-R1-052845 7 ,

TEARSEIGH, A APTU A i J5 SLEL T ANA
FHEE SR, BRBRKVCRANZSECA: W)
G 220 (Temperature) ¥1.0, Top-p2™ME (Nuc-
leus Sampling) N0.3.

5.1.4 LR

A0 2 2 FH U L BE 5V 2R B AT T
AHULH, FREE T VLR BEEAT 0 B dntife, Xt
B Z R RS DLREAT 73 M 5 A

B, KRR 8 E AR M A A\ 2 BCM
AT . BRI RN 5D, (RIg)3Fh
RPN ERAVC LR ], AR AU g ks #EDL
B FEMIERE b, ASCHE— B AR AR B R 5
I REE T AR B R AR R A L5

DN B S P 7 I ANREAR R AR, AR SRR A
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P i S BE LR AE T 1 000 2% A8 I 8
S ShREB TR, WE T & EME
RUR R S AR R BN R R B R kT
M NFEASIREE . TR AL R AR W 5 TR .
SEIGFRE, ORI VLEC IS A S AR I B B A A R ik
KAH A, FEHEITEC T A0 0 B iR i R 1 2k
B AC, RIS SCHE X A I 1) 32 7R gk AT 1 A
PANFE . RIS, AR T ol i AR AR R
EREAT T HNRANTS, Rl E R CIRERIE AR HE
5 CHAhBE ML

SR B, ARSOKS T B IR I £ A A e
VT A FE R0 B AR IR HOR 7 a2, AR VT B2 )
RN €04 e A RS R COyR VR bR UE
2Ff, K AGHEUCEC KA KN “BURE B NE” F
CHADBREA” 2Fh, HAE X RWRIFIR. £
T Rk oy, ARSLIGHE T ARRER P 3R R
NI RIS, RS B A 2 B T R 1)
FORAENA . B, EBUHITLEEE R A«
R AT DMER Y R SE R, ERHEITECT)
CHURGEENZR” R, BAMINR “RETE
HAH” X —fsk, 78 “HAREERA” R <Py
B IREA IR IER T X —5, ARFEF 52
N D FEA RS B TR RN TR A TR
5.2 ZERE5N5H
5.2.1 EERIEBISTEL IR

AR T EAF ISR T, TR A
P EAZAG I T E R SE R . 1o, TR 1M BN
D UCFC A 45 B b, HE1H19 69545 R A B &

FSEAEI A, HA35 3854 B a5 AR G
MEER, XEHHR LRI EARMTERNE, &
TRk, HHRFEN64.3%.

AL R FF AR, TS 2M B Ad
AR KA BUAE A A I SR 56 45 SR R4 PR,
ZR N ER TR R FEASTP, FN,
TNAIFP. H, “Qw” FRQwen2.5RFIFA,
“Qw3” FRQwen3 RAERL, “DS” FIxDeep-
Seek-R1FRFIBAL . & AR5 b5 7 Foan R 5
N, BMEMAEF1p %, FPRMENRAX 5 R K
WIE6HTR -

SE B0 1) e Ak &8 AT DL B JUAS 75 T 43 AT
(ONF1 38 EF, AR89 1E X
0.861, HIpf&M0.786, #imi~0.942, XK KA
PR R R ME R B . (2) MR IRERFPR B,
IR RitR s Sl NG iR S N A g )
0.30LA R, AH4F KRB A LUK R HiCRFPRIFE S
AN30.20, Horb R i A IR A Qwen?2.5-32B-
Instruct, Qwen2.5-72B LA X DeepSeek-R1-05281%
B, EATMFRRIMETF0.10, MDeepSeek-R1-
TOB iR FFPRA & &, X% 70.348. (3)M
FNR LA, Qwen2.5-72BFAY (I FNRAG £ 5 (i5 3
T0.117), HARBEMHEAE0.06LL T, FNRAEHMKM
TR A Qwen?2.5-32B-Instruct, HA+5.450.000 1,
ERAERI E, Qwen2.5-32B-Instruct & Y {46 ]
KES T

TSR R, ASCMULUF 3N TH R 45
o HT 5 R R A

5 F T RANRR RSB Z IR ERIE AL 1 B (LLBDI DL RE Dy 51

* 3 ETEIRBEN D BRRIBRADLLER

BCMIHZ Fe TR R 2K HIRANTE HH (%)
- F4& 22 RS K, 8 779
” VEEEFARAES, g K, 17 560
RS BN K.
TR HUR(E BN % 3 18 860

H g Ma, d, e, h

K, 9 881
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= 4 FEREERERNENERER
HR L= #E Qw-7B Qw-32B DS32B QwQ-32B  DS-70B  Qw-72B  Qw3-235B  DS-0528
Fm e T
TP 18 993 19 690 19 810 22 000 21 700 17 092 21 704 19 680
HHL(T) 19 695
FN 1177 5 550 215 317 3263 520 492
TN 26 695 32 951 26 513 23 625 21 543 33 095 28 912 31 956
EHL(F) 35 385
8215 2434 8 207 9 240 11 520 1 630 3944 2 952
F 5 FRIZEXIBRR AN RIEARARIEN TR S IR ER
b Qw-7B Qw-32B DS-32B QwQ-32B DS-70B Qw-72B Qw3-235B DS-0528
Acc. 0.829 0.956 0.841 0.828 0.785 0.922 0.919 0.937
Pre. 0.698 0.890 0.707 0.704 0.653 0.894 0.846 0.870
JRUGEE R TPR 0.942 1.000 0.973 0.990 0.986 0.883 0.977 0.976
0.643 F1 0.802 0.942 0.819 0.823 0.786 0.888 0.907 0.920
FPR 0.235 0.069 0.236 0.281 0.348 0.057 0.120 0.085
FNR 0.058 0.01% 0.027 0.010 0.014 0.117 0.023 0.024

B 6 AS[FFEAE AR A SE R IFL, FPRAIFNRXT L B

(OWEB M SEETH, S8R KRR
MR EIHA—E S HEMIER SR TSR, 17
LIS AE R, Qwen2.5-32B-Instruct ZEFNR & 91
B, HFNMEAUANS. MQwen2.5-72B BARAE
FPR_I50.057, (HHFNRIE#| 7R & RE0.117,
AT I 122 455 7Y (RS I & SR A . WU LT 4
Qwen3-235BH1DeepSeek-R1-052811 7 B 4k 2 % &
R, BENEINES, HHEANE R HTHINET

HIRRFELET: W TSEONEEN R T
5, AR AR )7 H T ReAEE— B SR R .
W, Qwen2.5-7B-InstructBE R IEXT « 10424 X
&7 RN BB R SCGHAT AW AR R AR R 2, 3
FOARMR LT, R T /NSEEBIE R 08 X
HRAT SRR RIS IE, 52md 1 HLAE A R o )
AT

FAh, YRS HE R, BAHERES

T R AR A 4% AN A s R HEFE B8 7, (E7E & RS AT
&, XM HERERE 1T REFEAE R . BDeep-
Seek-R1-7TOBRLAL Jg {5, 71 H 434 1HE VT A Y DT Be 2
i, ARUESHAREGHABRA SIS, &
LU 2 L HE I AL 11 3t Ao 3 R P S SR AR
AR 2 F AT 20 BT ix — I )& B, ) 124
T B G R T B AR, A T A g
FAHR 25 R

Z4E R 5 SCHER[28- 30 PR HH S e — 8, R
RTINS HCE IR I A Db AR A
KMREMIET. WNEREE, AMUTEQwen R4
KR FAw EEER, HAE R4 R & Bk
ST BIUNTEZSLEF, Qwen RYIALT2BAH L
T32B, R TR, H235BAHEL T 72BRCR
fit, fEFNR I 532BRCRA Y.

(2) KM FPRAMFNRIEAR /4T ZH2BN BL K
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B R A 25 R mT DL 228 () SR A A
FHRRTM AR, () B BR A A B S AR I Sy 33
L, 2ZRER I E H 2 AN R ARG I 45 SR A AR R
B, H, (a) BH R RN KB R R H 10
AR R EIE, REEIRWEFPR, (b) KR
Foon HIE IS FUECRE W S 2 M BeR oA & 00, BT
GINKIERA G R AHR, AARERMFNRAE.

TESEBRA = IR B, I8 (b) FE O A6 I 4 1R
LA ™ E I 2 AR IR SR DR IR A 4l
w—HRA, BWRE Ea UG BT EE KUK,
Ja RAMECATI T BRI R R G i iR gk AT Ak
i, BEEFRAH ROFNRMAM . AL,
Qwen2.5-32BHE AL (b) 4% & HE250.000 1, 1%
AR BE AT DA BRAR A RS R R 400K, SRE PRI KA
HH GBS KA. TTQwen2.5-T2BIFNRAE
NO17T, TERFUB A I AT 55 o AT 5 51 B 6%
R, WEGEESLMN AR

(3) B AR BB WM FPRAG 51 - A 5 %}
Qwen?2.5-32B KA RS I 25 F o (1) 5 A 7 1B
BTG, ERWMETHTIR . M AR [F 2R 50 1)
RSO KR “ 042 a8 f“ Hihis
MKA” FFPRAAEA, il 78K FPRIAE
0.069. £ “HUKMEEWNE” M “EHEMRME”
FFPRAERD, XU FZRAUT S IR At £
FEMEAE, XN T ASEFR RGO, 2T 2R
R 15 ERIER AL A
5.2.2 E/RIA BATEL

TESR N 7 BT, N T 3 s s 2B B
RAE T (P HERF S, AR SO AR Y [ 37 ia] 1E 4T
T 2B, 2 AR 5 AR T R
TR E

PRIl WAHIRRE . OF RN
IR 2 A s B R, LR B AT AT )
UEEHE VR RN, IF BB I Tt R

PEoRT2: YERESRIRIA o AR SCHE B 2B B oK

Kl 7 Qwen2.5-32BH A H AR FEE M A FPR LA K&
HEARKG I FPR

R R FE R 5N T e EE (CoT) I B B%, fif
F o By BRI T4, TEFE 18] Hh 51 2% H i3 RS )
P—ROPER, 1R R I 4R E A0 BRAK A AR
b, wirEieoria b BRI “ e frdr
WAETERIEN A TRIALE” 3 HIay T A TE
JRIE N A ERBIFIER” g —PRETE M I
W R I Ie S 5.

PR3 RPN .. EiZiiniat, &
SE G E ARSI () A 4 R B AL I N 20 264G 00 7 £ 1)
A0 JEUUR ARG I B4 DA R 3o % B0 16 I W R
B, TR IION T A I T R, 5N R S I
UIREFNTIEN

PeoRiald: BIORIE . %IRRT N4.3.3 T
ST AR E DA S KA R R F 0 5 R, e
1 2H R N P8 FT7s

L6 NTEQwen2.5-32B-Instruct B8 R [kl 45
o HERR, FERIEE AR,
MEERMFPRN0.59, %45 BEWH A KNS
BTSRRI PR IE S iR, o2
PEEHN SR P e LB, B EEA
R R 7R A T BB TCVE SE AT AT 55« $E i 2F13 R
XA R % 7 v 5 A8 R D R AR B T s sl
SRR, BTN, HFPREFAK, 47580.12
10.06. HIX2FHFET, KERA G FFNRER
B, A AIN0.3710.13, LR EF1 B A .

AT EIROR A 4K 3] T BAERRUE, FPR
fH50.06, [FFFNRIE~0.000 1, ZEEF10ECHN
B 0.940 M HRIRIA 410 25 B b mr DLUR B8 4 %
/D FEARSRER IR FIER: 5IANCoTZ J511E
TN, B B v AR TR S Wi 158 4 B 3 A LI )
HERR R, E 4 H 7R 8 Pt m] DU B3] e e KA
A RN SR o I rE R « 10422 45 X
R AR, KR SE IR I s R, —5
AR A MIER . 458, A IERAIW . N
NDREAR L IRFew-Shot Ji, MEAIE — 0285 Hi4H
MEARFEAR LB IE TR R, HEEBRIEIRR A
HrRBIEE S, DL 7 U 5E ORI, X A
FUAE S Yl KRR 5 e 57 3% 3 R P 3 4 o
5.2.3 KIER ARG A BERIER R

AT B AERR T 1] TR AN [ (1) 1 B s il K
SR &5 R, RIER AR AL R 40 A A
MWATS EIsEm o AR SIEG AR AR A S 5005 B AR
Wit T3, A NAER AR SN
HERFTEAEGER, AR E RSN S40, ik
HESEE PSR T R . Sy R T
WS, Bl “ORe— BT XA AR & T



1490 B 7 5 fF

e
HE

i 48 %

8 73 AR 1 S5 A L K s

FZERME N RE. SRR —AMESFTHRE B
B BEAR S iR, il R — ARk
BUREHR L 5K, 75 B0 0™ i B G U I AT
%7 ZRERAARR RGN . ASLEHETQWQ-32B
BIREATARTIN, SLI 2 AR TR

Her, WS, SoFS N AR 1) R G e R
] R RGN 5 R . seat g R AR AT
s B3R R S, BRI R R T2
FEALIIROR, (HiRICRFPRI K. $E78 18]Sy AR Y
(0 0T SR R AR A T s 1) S B I AR AR A, Al
IR 2 9%

FR 7] S 7N 17] S 7 25 Fi b HR R IS5 L
NHAERREFPRAF 15 LA, (HiE7R 4
Sy AR R FPRN0.26, F143%0450.80, HE
HHE/ANPENRAE, J5 A THEm 10 Sy o o K AL 12
BT TELH RTINS A, AR B[R] B AN B A
T H NI B A2 (1) 45 S5 ] 5 5 7™ 4%

5.3 JHRASKI

R T BRI T4 S TR 1A S AN X KA it e
FIASE DN ) ) A R, 7EQwen-32B-Instruct
DeepSeek-R1-32BH A |58 Rl [V RhsLLe . HARk
B, NIRFUFNRA R e, IREF “ B M ER
S” o ALRSSIAT” F1 “[BERR” 44—, WL
VAN TR B AR AE R A Y A B FIAT 55 B B 152

SIS R WK /R . HA “None” RIRNEH
AHRAN AR, “Mix” RARTE AR ARG I —
MPETR AN KRB R AT R, “ Classification”
FoRAE A R AR PN Al . SEES A5 H I
SN EIEE AR R LR AR B 2 BOF A —
Tt fEQwen-32B-Instruct A4 1 5] N 7 2427w
1) R R FEK6%, TEDeepSeek-R1-32BAEAY A1 5] A
RPN IR IRCR K 12%, I HBAAMEA 14
FRIA ST, XRIIMA T BEARR 5 RSk
PERA T HER A BB PN, JEHET Bikar 2k
FIFE R IA B A T i — 7 i B AR T Ak .

*® 6 NEHERIAS R LI AR

PR ES Acc. TPR FPR FNR F1
1 Common 068 0.83 059 017 077
2 CoT only 079 069 012 030 0.75
3 Few-Shot only 0.91 0.87 0.06 0.13  0.88
4 3¢ 0.96 1.00 0.06 0.01% 0.94

x 7 TRIKXREZ G ERTITRFNM

foiRiE Ace. Pre.  TPR  FPR FNR  Fl

S 0.79 0.60 0.94 0.27 0.06 0.74
Sy 0.82 0.69 0.95 0.26 0.05 0.80
S 0.82 0.70 0.99 0.28 0.01 0.82

® 8 SAIERIAHAILE

i Eit} S Acc. Pre. TPR FPR FNR F1

None 091 0.79 0.99 0.12 0.01 0.88

Qwen2.5-32B Mix 0.88 0.79 097 0.18 0.03 0.87
Classification 0.95 0.89 1.00 0.06 0.01% 0.94

None 0.70 0.61 097 0.39 0.03 0.75

DS-R1-32B Mix 0.83 0.68 0.98 0.25 0.03 0.80
Classification 0.84 0.70 0.97 0.23 0.02 0.81

B X s N “None” |, “Mix” M
“Classification” 3415250 ] LIS H 2L T 4098 1)
PER A BT R — DU AT 25, R JhRE (1 e i
R, g T ETPORAI AT REME, FRAK TR
T TUARE, X R 7 AR T AR i e 10] 85 g 14
i

6 4ZERiE

ARSCHEH TP Y ] 1) W Bk X 3 s P RO Y
IR BB R A ARSI 73, g5 A N DL ECAS I 7y vk 5
KAE SRR 2 A% T 1 S B0 9 B B At
RIVEREEAE AT K CA . AEG /. N AR 25
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R I s 2 iR I A R i AR G RN DL RS T VA R iR
&N

ARSOREE TR IR T IR A 1 6 1) 3o A I K
&, BT AR RBRBEAT 7508, s R
KL, 5 R EE T U UGBS ) A A I T i A L
AT BYERE 5 D FEATER A G BT g 555 i
I SN KRR AT RAZAEAF R R tH64.3% % 2
6.9%, [FIRF KA 5 B 51 NFHR R P4 7E0.01%
PIR, B RS MACRRTE, KgAK 7 AT
SR RA o

SR KA R K 0 s 4 RS 00 v e B 1 R
Ui 71, AR AL SEBR R A A — 2 SRR,
RS R KA R S BHR FER R SRR T
RER R B 5 2 DA R AR R ) o 25 i) RS o
o FERRITAES, SINKBR R & RN &
SRR PR, R R R R 15
RIERL B S A U A R R B oIk, Ak AR
ERR BRI SI P IR, i RTTE
MG I TE SIS R EE T2 2 B 2 & A
FE AR KRR AE A RS - F) e

2 & X
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Abstract:

Objective The implementation of regulations such as the Data Security Law of the People’s Republic of
China, the Personal Information Protection Law of the People’s Republic of China, and the European Union
General Data Protection Regulation (GDPR) has established data compliance checking as a central mechanism
for regulating data processing activities, ensuring data security, and protecting the legitimate rights and
interests of individuals and organizations. However, the characteristics of the Internet of Things (IoT), defined
by large numbers of heterogeneous devices and the dynamic, extensive, and variable nature of transmitted data,
increase the difficulty of compliance checking. Logs and traffic data generated by IoT devices are long,
unstructured, and often ambiguous, which results in a high false-positive rate when traditional rule-matching
methods are applied. In addition, the dynamic business environments and user-defined compliance requirements
further increase the complexity of rule design, maintenance, and decision-making.

Methods A large language model-driven data compliance checking method for IoT scenarios is proposed to
address the identified challenges. In the first stage, a fast regular expression matching algorithm is employed to
efficiently screen potential non-compliant data based on a comprehensive rule database. This process produces
structured preliminary checking results that include the original non-compliant content and the corresponding
violation type. The rule database incorporates current legislation and regulations, standard requirements,
enterprise norms, and customized business requirements, and it maintains flexibility and expandability. By
relying on the efficiency of regular expression matching and generating structured preliminary results, this stage
addresses the difficulty of reviewing large volumes of long IoT text data and enhances the accuracy of the
subsequent large language model review. In the second stage, a Large Language Model (LLM) is employed to
evaluate the precision of the initial detection results. For different categories of violations, the LLM adaptively
selects different prompt words to perform differentiated classification detection.

Results and Discussions Data are collected from 52 IoT devices operating in a real environment, including log
and traffic data (Table 2). A compliance-checking rule library for IoT devices is established in accordance with
the Cybersecurity Law, the Data Security Law, other relevant regulations, and internal enterprise information-
security requirements. Based on this library, the collected data undergo a first-stage rule-matching process,
yielding a false-positive rate of 64.3% and identifying 55 080 potential non-compliant data points. Three aspects
are examined: benchmark models, prompt schemes, and role prompts. In the benchmark model comparison,
eight mainstream large language models are used to evaluate detection performance (Table 5), including
Qwen2.5-32B-Instruct, DeepSeek-R1-70B, and DeepSeek-R1-0528 with different parameter configurations. After
review and testing by the large language model, the initial false-positive rate is reduced to 6.9%, which
demonstrates a substantial improvement in the quality of compliance checking. The model’s own error rate
remains below 0.01%. The prompt-engineering assessment shows that prompt design exerts a strong effect on
review accuracy (Table 6). When general prompts are applied, the final false-positive rate remains high at 59%.
When only chain-of-thought prompts or concise sample prompts are used, the false-positive rate is reduced to
approximately 12% and 6%, respectively, and the model’s own error rate decreases to about 30% and 13%.

Combining these strategies further reduces the error rate of the small-sample prompt approach to 0.01%. The



1494 m F 5 B B % M 485

effect of system-role prompt words on review accuracy is also evaluated (Table 7). Simple role prompts yield
higher accuracy and F1 scores than the absence of role prompts, whereas detailed role prompts provide a clearer
overall advantage than simple role prompts. Ablation experiments (Table 8) further examine the contribution
of rule classification and prompt engineering to compliance checking. Knowledge supplementation is applied to
reduce interference and misjudgment among rules, lower prompt redundancy, and decrease the false-alarm rate
during large language model review.

Conclusions A large language model-driven data compliance checking method for IoT scenarios is presented.
The method is designed to address the challenge of assessing compliance in large-scale unstructured device data.
Its feasibility is verified through rationality analysis experiments, and the results indicate that false-positive
rates are effectively reduced during compliance checking. The initial rule-based method yields a false-positive
rate of 64.3%, which is reduced to 6.9% after review by the large language model. Additionally, the error
introduced by the model itself is maintained below 0.01%.

Key words: Data compliance checking; Large Language Models (LLM); Internet of Things (IoT); Prompt

engineering; Regular expression matching



