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(19 K 8L DT BE 77 ¥ (Identifiable Virtual Face
Generator, IVFG), 1%J77%H) HREE % 9108 546 A
R B B A7 ] B e 4 o R ADRFAE () B, DR LS
StyleGAN®IFIBE RSN, AlRmEERE, &5
fr — SRR RE AR, SRR AL LR AP T B AR IR
e SR, IVFGARARDHBAERBEGAELSESH
SRR —BE, RS SRR RCR . R TSR
FItE, Wang \BOIR)  7 26T 40 £ £y 28 e 1) iR
ARG, AL BRI SRR R,
o Sy 5 RVEARE RIS L], AR RS SRR
PSR RSN T ULHS, AT AE DR B E A Y ]
I SRR HER IR . Wang® NB2B0E T R #R Al %
71 ) R 400 51 4 e 4 05 vk, A G B AL B RA DR 1Y)
() I R 3B AR A o i 1B S 2242 H CanF G 7
R, @k A BRI B 4 (Physical IDentity, PID)
T N B LB 43 (Virtual IDentity, VID), 45480
B ORFILE S AR B, AR AT . T ST R B
NIRRT S E RSN, T, Wang
S5 NSRRI NG B 44 5 S A E R AE
Z% (Key-driven Face Anonymization and Authen-
tication Recognition, KFAAR), ZJjik4s A%
P B RE A 2E O B e RS R, 7EOR B
T AR 2835 5 R A BT IR N 28 BT 7 R FVRF AR 4 UL e
P REIAJRL, JEEURT PRSI N — T B0 S 6y
SFREY, CASB R 8 506 S e, Nk
AR T A SR 787 B .

553,671 BT/ 48 1 U7 V2 T 8E B A A N T T R B

8 T R B3 IR B AL BRI AR AR &
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SRR 5 IR AR N s BEAH AL HHEEZ R, A
TR ITVE B R A S RS S AR g
WEG” , FORIUER B R GRS (BB 5RE) 1%
BRI I T AR 2 D B AU B A R AEXT &
T[] B ARG A AN AR AIE J2 ) B L i B XU o R
1M, AR FAT T Im P KB — AR IR R
R AU DR B A 3 R e . — R M e AT R IX
GYFEA Sy I REAURFAE 2 1), RPEORFFIR] — S 4y kg
YN g -5 0] TS P ) R N CTE= 7 ol i s
3.8 ETENRIMRAESRIFGE

74y B3 AL (Differential Privacy, DP)f&—Ff H
TR MABIE AL B RS, B 7ERUE KAk
R PP EE N NG R Hoazo B AR
P AL BRI 5INBEHLVE (A0 ), 45 0 N B BR AT
AN ARHRE X S A R P . #E
BIAE AL BIRR S R, A DI A B4
e MPALH], A BRI MERS AL . 2 A
AMCRIE WA N RS, SRS 7 — ARy BRR IR B
REARAELE, T A0 50 2 15 W 2 B AL PR AP v
Hrh, Dwork®5 N ) e- 2247 B3 AL (e-DP) LAY
et AR Z 7 EAESE . i AL [ AL T
e AARMHLEVEAEM B E Bt =5, N
T PR ) B 2 Al SR 45 RIS )y, BV
HHEDX 77, B AL ORGP BB Er o 7R N Rl U0
Z2 5y FERLBRAR HEZR 0 HEE F) T 75 A T R AT N 2
ate, BERTTE S LS L ISR Y [ 37 55

Z2y BRI B E AR AE . BT 2 ey ) 45
SRrb 51N B AL 75 R B 1) AN A S o S ) 5
Wil (W97, ZSEITVEAERAAE PRI, R A Y Bl
TR AR RS b s AT R R, i 2 2 O B AL E
X PRAEFTIER BB AADRER ), AT FEAR & 1315 2
Ak 1 D 8 B A (R XU o DL D M AL ) B 4 B A
W m T RIAR L], AR DN A B AT o) g A i 7
SrBEAL S AR 224y KA AL, LM S B E H s U
R5E . ChamikarafF N\ 224 HEFIER: 72 5 903 (Pri-
vacy using EigEnface Perturbation, PEEP) L,
T PCASEIURHIE R (Eigenface), X H W H & &

9 BT ZARRAMIINE B Ry R EE

ZEor BRI, FERFAE EINNRLEFr e s . S50
K, ERIREBARIFZE T (e<9), ZHERE
FIREIAE ., A RBTE R EUR AR, Rl
LR R B ERR R 0, Mao®h NS 3 T iu %%
THE R Z BN R AIAESE, R R R i 58—
JEERBLEH P b, IRLEIR)E 0 R RHAE ]
NI R e- 72 07 Ba AL ) s e 7, AL S Rl 2 IR 5%
AR ANES . HT ARG, MRS LLE
JRIFIEEBAE S, RN R TS HNER.
Ab, BRI 2] DR B N ZE o R RAHLE, 1B A
Wt 1 shABSRA TR 73 B SREmE AR A0 20 a1 1
TR R B MR R R R, a8 45 R ek Ei P A R A T
B, DCPHETRRFAR Y SR RS BE . FEBRHR S ST HESE
T, PrivacyFace 7 iEP X S 5078 0 e 75
DASCI 22 43 B RA LR o T 76 2k T e iR il o7
E, LigE NCITEYIZRp Bl bR 25 51 N\ iy 35 iy g
A ORBIME T Uy I AR A Y, AL R
LEEAE/T

707 B AR BE K AT Iy b it 1 A B AL TR
PIE, BAENKRANHPEERER: BTA
AR T BEG s X S AN RBURR 22 29 B AL AE ISR X I
IATRE PR A B 5200, M LA SR AL BRURA B4,
Hk, NRsREEAL IR, 30 7R BN I BEORA il
B, X REpm N HER . Bk, %2459
B R T AR a5 SR I S A 15— DR
3.9 AIRF ARG EGERIERHESGE

LR, ER A U B8 3 5 ) 38 52 A
Jie B R B 1107, RV Bl AR ASE R A (B
PIRFE AHACLRE . FRUIABEZR 55 ) s A P AR
R B 4% — 5 B AL ORI B 7 BN R 5 VR AR %
R A A AR A 7 A SR A BRI 120758 g B AR
I RS, BT AR 2R B B AR A 2] Bl
FREVRIENLE], BB 2, 5] SR A
o) HAADUE AR I URRIE,  [RI CRI IR 1
Ae. BE10B/AR TR E AR, %R TTIEE
W ZRERHEER B B 51 A0 U B BURFAE R B AL,
SR N AR AE LA Bt T S SR ah R

10 AR5 22 48 B 5 S Bk B i 2
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Xiao%E N T —Fxd it S HELL, HF
AL T SR e NI R Bty o ZHELE th Ymht)
P PRI AR R GRS AP HURRIE, R
WPATIRAMESS, MRS ZS A T ik B AR
AR . EINZGIREF, wmigas 5 AR 2% 2 [\
TERTPT R, AT i 2% B 0% Fai Hi X DU v A 2 4
MIRHIER N, MIMERFBRFARY R /7. Lige NP3
i T DeepObfuscatorfE4e, @it 5] NVRVE #% LA
REAE AT 4 T B B A B PR HE R 4
WangZ: NPUEH FIAdvFace 775, 7EAR S 28 i |
G TR E R BGRAT A, R S R
NIRFAE FRyE AT o s, A TP E g 2 .
SCEG R, AT VAR R R HE R (T R
L%)BIATHE S, 235 B 0ROk B Mk (%) 77 4 2
R JinZ NPTINHEH T FaceObfuscator /71,
TR E TRV SRS SR IR T P R ST 2 TVEE
JEED CT A A 5 BRARAUE B, (IR B = SR A
FH T80 s I8 i ok v A0 1 it o I8 AL 7 1) R0 RS 3G
3y, BHWTE 2 28 1 ) I AR 3R A, TR BIHR
IR TR . Weis NS T —FiC & BB BLA
PR B AT B 50 3 R IE AR 3L o 2y iR R
NIHRHERENL Y s HE TR BRI T IR M
Mgt SRk G, ARG ORYT RIRHIE . BB AR AR
MS AR, ZTERASIHEES D EE
Yiitio BbAh, R B o sy 2 ik s S T
AESRELALH) DL T 22 4, Bl inPartialFace!*j# ik
X AR AE B AT BE ML R A S IE T 6L, SR THRHIE
FIME—M:; MinusFace3 U 5% FH 18 & B8 AL 5% 8 o5
W, AR 5 AR AR G g G R T

FEUNZR A TR BB AL I 5] AR 2 ) BURFAE A
ML, A BT 8k gE B A B A R ) B ORA ik R X
Ko AHIA Tk 2 R e Bl B A i h, szt
B AT R A R (nd BB A ) I A KB ART, 2 AL RE
TN, IR, 28 s AL, A
DA A ESERN . Zhang5 NI L i H, 78
SR SEbR I T, AR FRERIA IR . 1k
Ab, IR SE AL A A 2 H 55 Un e v . R,
RTHPLEE TRz A B ST, 2R
SR T S TT 7] 6
3.10 A ARGIRBIE TR FARIP A

Bl & AR AR TR NG R BT 2 AT, Hahis
T REBUSE RN ZR 80 - 5 B 43 I 7 AT () RS
AW BT gk, R AR R BT R FA TR
PR 2 BT o« 1% 7 VR I A TH RS I AR XE DA
SIS, EA AL R T, A
PN IR AL (P SR el 72 . 5 kb DA

TR AITERA M iz O B BERANR], ST LR A
CRARAT B/, ERRN T BAMN AL A A
W o ik FEE RSB IE TR “HNAE”
(S NN SRR 7N A RP Il k=R e IR ¥ N B 81
FRRF=AER “HTE” KB, WEda, Jraetdds
FERE N B H B FA R R R . 11 11X
RITEREEAGRE, &7 k@ 7 [ B G s
IR X LA NS, TR AR R )
R4, Bk N g% iRl

ShanZf N H T Fawkesyk, 1EAREIEH
IR R FIBN (FRA “cloaks” M), AFiH 7]
RN ZR )G 0B IEH N IR GG BUR o 1 TTiEAE 2 M
R AT T ATk 95% B BRI RICR,  BIAEEE 2016
Wt GO ER , BB AT R T 80% . Yang®E A0V
MBS REE H bR S A A R s HE RS, Dl AR
BRG] . Zhong®E NIOUFREH “— N —#H3” (One
Person One Mask, OPOM) 7775, AR N g
I FHAERY, 8z B SR B oy R 2 A) B 7 TRl AL
Pizh, it ZrraE@Es T, o, 2k
ol AR, 7R SN AR Y R IGE A AME
Liu%s N3 H T AdvCloakHESE, 8@ # I Bl 2k
NEENAEE T B HUiEiD:  Sed@ THERD X
AR R N, P o PR ARRAE 22 1) hodt [] — 5 4y
Gz ALEE 1. MEELOPOMIOYNEE T 2 IEARAR
777, AdvCloak X7 1UKHT A) 4% 4 Bl AT A A
RS, KTy A B A B 4% 24 0.05 s, 1
TRIPRBOR . A P18 5 ROR [ S | B 47 1)
1. DongSF N3V I 22 Hii B4 2 U N R 1iE i
TP, IR i 2 20 I E R E TR S Pish A4
B, I B R 2 AR R A S, S
JiE . Tang® NI H @AYz A, @ik
Pah i Hoze 55 2 MG AR P RFAE R G, ST AR
RGE B4 BT BT Pt sh A8 43 o >k B 2 A 5 Py
%, Adv-Makeup'" AMT-GAN[2, CLIP2-
Protect!'", Diff AM!M6IZE T g wt Hitk s AN

11 B ARSI A3 ik B R SR 7 s i
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Bt A A, SRR “SRB7 I RIS DR S A
Bo BT XY@ F AL e, SRy
RO ) Lt R B P RH bR, X IR
YRR o IRIGIZIN, Salarss AT
S B AT R DU B L IR I AT AR IR
ACLG BB A K. sAh, MBS RS A IR
XFHUPE DRI TTVENS, W B R T k000, B
R AR R (AR de PR, Fle) PRap i 1,
XU NBE B AL ORI 55 B AR AT RECRKFIRIR
MLE 5T B R RN, BELE SR A U R R SR N
6 B 0y B A o SR, B TR I I 2 EEBk
i REVEZ TR R M B R R R b LRI R
B e R AT RT RE HE L PR AT L A e s B 2, HL
Xf WL IE BT R ) R G VRV A R k. AR, K
2 BT VEAE X AR R A BT I B 4 OR B R
B, B e AR R ORYIZALRE S 7 TH 1R PR

4 RFMFEMREES 2

AR AT IR & 071 R A AR L AR
HAT TIRNGINT, F1%8 7 R AR A a2
P, FHMNBBNPERE . BRRA PRI R A s by ]
SRR AT R R LU, R ER AR R8T
ERRHERR . AR TER BT iRl
FiR .

A EE SN A tb | P BN SV NI Ak T M S P
RZN AT RS, Wi NS EE R, 2%
By ZHEBBFEZIE M. HRMNR SIS
AFELFWH2 CelebAMS) VGGFace2!''Y, CASIA-
WebFacel'”), CFP-FP!!''6l AgeDB!M7 CPLFW!M),
CALFWM9, FEI'20), [JB-BI2, [JB-CI122), Yalel28,
ORLIMFIMOBIO!®&E, H, LFW, CALFWAI
CPLFW R 5| R A& T 2 IR A5 i K56 3iE ]

F1 REMEMRIIENSE S ESHREX

JSEXF

S| R REEMEF IRERAE/ TS MR BE (%) AL LRI I R ] F PRl
LFW, 1JB-A, IJB-B VCECHERT (2.45 ms)
_FHOS ) ’ ) ~
Secure Face-FH CASIA-WebFace TARt (67.89~99.11) 1248 TFA (16 kB)
= (rd) . : TEMHEERT (2.614 s
o cient- 7 BB R A ST s (2.614 5)
i (15) Pfficient-PPFRP LFW TARt (97.72) B TERAL PR PERCHERT (2,718 9
Gao% A\ Yale, ORL ACC 1 (89.29~96.15) A SAFERT (2.467 )
LFW, CFP-FP,
PPFR-FD Age%i’L%}\%FW’ ACC 1 (90.78~99.68) SSIM | (0.713), PSNR | (15.66)
Ak (r2) VGGFace2 N/A
2 DuetFacel” LEW, CFP-FP,  AcCt (92.10~99.82) SSIM | (0.866), PSNR ¢ (19.88)
AgeDB, CPLFW,
PartialFace!? CALFI;"}; éJB—Bv ACCt (92.03~99.80) SSIM | (0.591), PSNR | (13.70)
ANEEERME | (0.01) NIV
- 21] ~ g
MLP-Hash LFW, MOBIO  TARt (90.90~100) RATE 1 (9.05) TRIHATRSE] | (62 ps)
FEI, CASIA- FHMIBCHR I (2 ~280) _
. Simhash!*! WebFace, TAR 1 (94.06~100)  ANAEEME | (0.039~0.043) Eﬁzﬁgé(ﬁ%wﬁs f;ls)
g () LFW ARATEHE | (0.04~~0.08) c WS
) LFW, CFP-FP,
. AgeDB, CALFW, ANATEEREE 4 (0.05) VEMHFER | (0.35 5)
[19] ~
SlerpFace cPLRW, BB, ACCT (8890799420 gy mevion + (3.60%0) PLRCEENT | (0.17 s)
1JB-C
T FedFacel! LFW, IJB-A, IJB-C ACC 1 (83.79~99.28)
sy (13) ) Lo VR RL (AT N/A
i FedFR LJB-C ACCt (85.21)
HyperFacel™ A 07~98.
P o yperFace LFW, CFP-FP., CCt (87.07~98.67)
E3ed (rg) CemiFacel” AgeDB, CPLFW, ACCt (88.86~99.22) LI TERSFALRIE N/A
g , CALFW
MorphFace™ ACC 1t (90.07~99.35)
. LFW, CelebA SSIM | (0.527~0.875)
- [79) ) ) —~
PRO-Face VGGFace2  TART (884=94T) 1 hipgt (0.111~0.638) N/A
o JEMERERE L,
5 15} (12) Li% A CelebA, VGGFace2 ~ TARt (61~89)  4E#23~49%, ME5H13~41%, FID | (41.64~54.04)

& 41k
WangZ A\ 52

CelebA, VGGFace2 AUC 1t (88.5~96.9)

FhiE10~35%
SSIM | (0.306~0.315)
LPIPS 1 (0.559~0.588)
MAE t (0.251~0.256)

HPS | (2.315~3.831)
EDR 1 (69.2~73%)
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gR1
Fesl %‘; REHE TSR KBRS (%) R (0 AR P
, AUC t (99.4~99.9) FDRt (100%), FID |
84
IVFG LFW, CelebA EER | (18~35) PSR 1 (98.8%) (6.17)
R - __AUCH (95.1~98.8), . FID | (9.43), SSIM 1
G4 E;‘g; CanFG CelebA, VGGFace2 EER | (4.5~10.1) PSR 1 (98.2~99.2%) (0.823)
PLAz AUCH (97.3~92) FDR 1 (100%), EDR t
KFAAR® LFW, CelebA EER } (8.9~9.9) PSRt (92.2~96.2%) (80.5~83.3%), FID |
4 (8.9~9.2) (6.82~7.29)
) Mao% A\ LFW ACCt (82) o
Rk RERA (T
#4 (r3) PEEP?2 LFW, CFP-FP,  AcCt (5.82~98.41) A
Bf (od) AgeDB, CPLFW, N/
(r5) Jitke N CALFIEvéJB-Bv ACCt (89.33~99.48) PSNR | (14.28), COS | (0.214)
. LFW, CFP-FP SSIM | (0.28), PSNR | (6.97)
. [20] ’ ) — 3 5
AdvFace AgeDB-30  ACCT (86:3579778) it 0.206), SRRA b (4.03%) N/A
i MinusFace!y LFW, CFP-FP, ACC1 (91.90~99.78) SSIM { (0.50), PSNR | (10.98)
ﬁ ) AgeDB, CPLEW, SSIM ¢ (0.471), PSNR . .
FaceObfuscator®™ ~ CALFW,LIB-B,  AcCt (88.48~99.68) (12.71), Tjéfg;f 19;3;13(;;
1JB-C MSE 1 (0.057), COS | (0.004) P e ms/pie
PSR (1:N) 1 (78~86.6%@GR-1-U,
[101] _
OPOM Celeb-1M, LFW 69 4~70.3%QF-5.1) N/A
— PSR (1:1) 1 (64.9%), PSNR t (19.31),
K%;A (12) CLIP2Protect™®  CelebA, LFW N/A PSR (1:N) 1 (82.2%@R-1-U, SSIM t (0.75),
g (6) 23.4%@QR-1-T) FID | (26.5)
PSNR 1 (27.72),
Salar’ A\ 107 CelebA PSR (1:1) 1 (79.17%) SSIM t (0.84), FID |

(26.5)

AR, IEE 20 5] NS N2 AR AN DA 9 Bk 1
CelebAfl, & F & M N 8 PEAR S FH L DI 7,
M T e tEgmiE 51 9:F%%: VGGFace25CASIA-
WebFace 5 IR, 15 2 FEVE I NGBS 3L
i, AT RIS RAUER PP AgeDB
BET B R BOR AT CFP-FPI R AT 1EM
AR AR I BE s FEIEUE S LLRIG 2R
¥, SCFFmEERE NPT TIB-BM IIB-CH ¥
NS T ER SR, 78 o B AR I sk
IEE, 2 ATVl AR R0 2R G S e 1) S B R v
Z %

NI AR AIPEREVPAl . 72 AR R0 M BE VAl 77
[, AP A IS HER 2 (ACCuracy, ACC).
IERf #2352 % (True Acceptance Rate, TAR). #5i%
#5252 #% (False Acceptance Rate, FAR). #5iRfi4s
* (False Rejection Rate, FRR). AUC/H (Area
Under the Curve, HEJROCHIZ FHIAR), FHiRZE
(Equal Error Rate, EER). ACCH T =% A&}
Al IERR EL B, S SR A AT AR S s FAR
S 22 84— X AN UL IE PR NI % 11 9 DT E 1)
M, RIME e EZER: TARERRS
FERFEFARBIME T IERHESZ LR S 4 1)6e7: AUC
PRI AE A B RE N LRE N EE /) EERIIZ

FEF ARMFRRAHSEIN BIHS R 3, W HIEVRAG RS
AT AR HE . INRIATLUE H, TERONTE #
EAREE (WLFW) |, Z2H07% CReg SclaL T
JREETC IR BRI PR RE ;s (HAEWIIB-B/CEE
RIS b, AAEBCRIR T2 6], (A1
RN, —SBRFARY 7% (W S R FFHE 4414
225y B AL ) 2 IR ER 2 T B, X
V5T HAECRA L A of B TR SURFAESE J PRI AN 7T 28
Fo .

Fa AR PEREVEAL : FERSFACRY I REIVPAL 77
i, ARIIERRS R RANE, Bk H A B
WAFAEZE T o FET I THE A ZE 2y B FA ) J7 ki i
PR B AR S MR, NGRS A TR
SR ERL ORI . FAth 22 B0 k08 8 P (B {5 g L
(Peak Signal-to-Noise Ratio, PSNR). Z5t4H{LRE
8% (Structural Similarity Index Measure,
SSIM) 261 j %N AH LA 14 (Learned Perceptual Im-
age Patch Similarity, LPIPS)!27 DL K 4 5% AH AL
(COsine Similarity, COS)&¥a br & & L3 1 5
BEHIEZ M B 22 5, HSREARAL . &5 7%
KHARY B2 % (Protection Success Rate, PSR){E
NEEFET RS, (HIXIBARAEA [R5 BAA AN 1)
€ X {EIVFGPY, CanFGPFTHIKF A ARPYSS i 41l
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BrUCEC 7, PSR(1:1) Ron s A5 41k
NIGAEL: 1R UEAT 55 ok BDI VTS R 22, 1X K77
ER R 0l B s R P B RA DR T
(OPOMIY | CLIP2Protect!fISalar™), PSR
P RELNEN, X5 AEHRR-N-T)HNELH
Fr(R-N-U)ZE: R-N-TFHR/RTop-Ngi K5
ne=ghiui= (RIS i LR VS PN va S WK =}
€ BARMIAE): R-N-UR/RTop-N&i R A F R 16
Sy rI e, T OP A AR R 4E 5 R BRI RUR
MR, KRBT E R ORI S Dh 245 H
ORI 0E . N AR Ok 7 0 A8 (WML P-
Hash®Y SimHash*"f1SlerpFace™) i & % FH AN AJ
RERPEN2S . RN TT P o b, DA T A P 75 0
B E R EBA R . A, BO% ) 5T
H RGN ZR i 0732 3 2l i 2 50 MR SR PR UERS
A, BIBGSE R BEAS 1A% 28 Ao il 5528 BRI 25
HREAMEH R R AR GRS 7R, AR
5 EE A AR

ATHPEVEAG: B RA ORI TH R RO AE TR OR PR
WA T[] I 3 s 4 v M, B0 0 98 2 TS
BRI ZE R AT AT VRS I o S S AR R
PP 7V 22 I I A M 1] G P ) A7 iy B e A
=, B, Secure Face-FH!'IJLHLFER) £)2.45 ms,
G N16 KB, 1 Gao 7 VAP AIFERT 218
2.467 s, PRI T ANEINE KRS AR E R AT
8 B T7 1% F 96 TR AW 46 #E 25 (Fréchet Incep-
tion Distance, FID)!"/5SSIM "R 47 & A= Bl EIE
AL 5 &, IR I8 A KA I % (Face Detection
Rate, FDR). #1& iR % (Emotion Detection
Rate, EDR), PAKZEAAHLLE (Head Pose Similar-
ity, HPS) %58 b 56 ik B3 AA OR 37 )5 B9 A0 5w F 1
i, KFAARJGVESIE B2 R 3 N: BA5
FIDIK%6.82, RN OREF 18w AN R 5 &
TN XFPUPE I8 ) @ PSNR, SSIM 20
PR PR VT AL OR A AT S BB R — Bt . i,
SalardF NUOTFE SCHLEL =y ORI D) 2[RI, 52 AR
P EMEMPSNRIAF|27.72 dB. SSIM#140.84,
B TC 2 e () BB RS — e R B . SR, IR
A ] AL 2 5 IR T Bk 21, e DU B 5t 5 52
PR GBS IR S PRI SIS AR, LG R
GiitRe S5 AN G —TPASHELE, HESHEEAL LR
PR A SEBRRH o

5 mRS5RE

MNEGIR B 2 G e B i . REE . BRI Sk
SHEBAEIATT, FRAAORY T SO TR BT B

Xt RAF 2RI R TTIE, SHRS . HiZ
AT G 1 2 0] S PR, FEARBIE LT T .

(1) B2 AR TH B AR S T ET AR )
Ko RA PR T 58 0 3 T8I I TH SR TF 8 K 5 BEUR 32 IR K XL
HPRAR. AR sREE e, SINIE A
FIE Bt 8 L ) A S G T B A RS
H, WAL, ZRTHEI. NE. X
WA 25 5, RS Bl L 25 8 46 3fi LS 33 A AR 9 5
W, JEAEEUA VAR AL BRE . IR BT AR BHR AL
BB G, A DERRERE SRR
TRAPHESE, DLERFSERR T HE E

(2) A4 AR A R L& S Ptk . B AR
FRATRRSR R R, AR BRI NI R A B AL TR 3
R T HINLE SR . —Jrm, AR AT
TA R ST A RERL CR A B, A s SE N B
REN S HAE AR e, TR BRI 2Rk
PR Y B AL B fh o 53— T, FLBR KR
i A 2 00 ) B R D I T RS R SRR AL R
Wr, XTBAHACRHER . N EE . WG SRS
T

(3) B AL AU BL I NI IR AR A 280 . FR N
JRE PR SR Y O S A R AR, 5 PR B B
BRZEFBOCMB RS, HMARA R ZN
FEAN T, M DA R P e e . Rk B DA
“REALMRSE” N, MERLE 2 RHEOR R G 42
1o JEITIRIR A 2] SN B B B Ry, 455
A KA S EE 2 AR FHPUE R /), TN
AN %242 22 J7 vF R A A BAT 2188 S T o )
U fRAF, HEE AR R T R AL
NHTER” A AE IR e A

(4) bRTEAG Y BR AL VAl A 2R e R TR B AL X
B A K MR BURFIE AR A &, 380 % B I
i AL RO A HEER A 2 R, SRR AL PR
B HMELLGE— . BA AL 2 KBIPSNR, SSIMEL
FRAEAR L B2 PR AR bR, 0B ELHME DA 35 AN R I
Ao, IO H B Z 0 A0 0 B A N BR 32 00 PR A AL
file R4 EPRAREISO/IEC 247458032 Y “ASa]
WPE” R CORTIORBEE” JEI, HEk = SR,
AR FAM. Ft, mF@ELZYE AR
WP R R, R EAISERA B it e XU
HHiuitiag

6 “ERiE

AR AR AR A S R G I L fR
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Abstract:

Significance ~ With the widespread deployment of face recognition in Cyber-Physical Systems (CPS), including
smart cities, intelligent transportation, and public safety infrastructures, privacy leakage has become a central
concern for both academia and industry. Unlike many biometric modalities, face recognition operates in highly

visible and loosely controlled environments, such as public spaces, consumer devices, and online platforms,
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where facial image acquisition is easy and pervasive. This exposure makes facial data especially vulnerable to
unauthorized collection and misuse. Insufficient protection may lead to identity theft, unauthorized tracking,
and deepfake generation, which threaten individual rights and reduce trust in digital systems. Therefore, facial
data protection is not only a technical issue but also a significant societal and ethical challenge. This work
integrates fragmented research across computer vision, cryptography, and privacy-preserving computation. It
provides a unified perspective that guides the development of trustworthy face recognition ecosystems that
balance usability, regulatory compliance, and public trust.

Contributions  This paper systematically reviews recent advances in privacy-preserving computation for face
recognition, covering both theoretical foundations and practical implementations. The architecture and
application pipeline of face recognition systems are first examined, and privacy risks at each stage are
identified. At the data collection stage, unauthorized or covert capture of facial images introduces immediate
risks of misuse. During model training and deployment, gradient leakage, membership inference, and overfitting
may expose sensitive information about individuals contained in training data. At the inference stage,
adversaries may reconstruct facial images, perform unauthorized recognition, or associate identities across
datasets, which compromises anonymity. To address these threats, existing approaches are classified into four
major privacy-preserving paradigms: data transformation, distributed collaboration, image generation, and
adversarial perturbation. Within these paradigms, ten representative techniques are analyzed. Cryptographic
computation, including homomorphic encryption and secure multiparty computation, enables recognition
without revealing raw data but often introduces substantial computational overhead. Frequency-domain
learning converts images into spectral representations to suppress identifiable details while retaining
discriminative features. Federated learning decentralizes model training and reduces centralized data exposure,
although it remains vulnerable to gradient inversion attacks. Image generation techniques, such as face
synthesis and virtual identity modeling, reduce reliance on real facial data during training and evaluation.
Differential privacy introduces calibrated noise to provide statistical privacy guarantees, whereas face
anonymization obscures identifiable visual traits. Template protection and anti-reconstruction mechanisms
defend stored facial features against reverse engineering. Adversarial privacy protection introduces
imperceptible perturbations that interfere with machine recognition yet preserve human visual perception.
Several representative studies in each category are further examined. Commonly used evaluation datasets are
summarized. A comparative analysis is conducted across multiple dimensions, including face recognition
performance, privacy protection effectiveness, and practical usability. This analysis systematically identifies the
strengths and limitations of different types of methods.

Prospects  Several research directions are identified for future work. A primary challenge is to achieve a
dynamic balance between privacy protection and system utility. Excessive protection may degrade recognition
accuracy, whereas insufficient safeguards expose users to unacceptable risks. Adaptive mechanisms that adjust
privacy levels according to context, task requirements, and user consent are therefore required. Another
promising direction is the development of inherently privacy-aware recognition paradigms, such as feature
representations that minimize identity leakage by design. The establishment of standardized evaluation
frameworks for privacy risk and usability is also essential. Such frameworks would enable reproducible
benchmarking and facilitate real-world deployment. The emergence of generative foundation models, including
diffusion models and large multimodal models, further changes the research landscape. These models enable
synthetic data generation and controllable identity representations. However, they also enable more advanced
attacks, such as high-fidelity face reconstruction and identity impersonation. Addressing these dual effects
requires interdisciplinary collaboration across computer vision, cryptography, law, and ethics, supported by
appropriate regulation and continued methodological development.

Conclusions This paper provides a comprehensive reference for researchers and practitioners engaged in
trustworthy face recognition. By integrating advances from multiple disciplines, it promotes the development of
effective facial privacy protection technologies and supports the secure, reliable, and ethically responsible
deployment of face recognition in practical scenarios. The long-term goal is to establish face recognition as a
trustworthy component of CPS that balances functionality, privacy protection, and societal trust.

Key words: Privacy-preserving computation; Cyber-Physical Systems(CPS); Face recognition; Identity

information



